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Abstract
Path-validation protocols authenticate that packets traverse a
specified sequence of routers, but they do not prove the absence of
covert detours. Most designs embed timestamps in path-validation
proofs and recommend checking a trusted delay against a threshold,
yet there is no systematic analysis of how well such thresholding
detects detours under realistic network dynamics.

In this work-in-progress, we take first steps towards a
benchmarking framework for timing-based detour detection. We
build a synthetic dataset of one-way delays from ns-3 simulations
with configurable detour length and cross-traffic intensity, extract
delay-based features at the flow level, and compare simple threshold-
based rules against supervised classifiers and deep autoencoders.
Our preliminary results suggest that (𝑖) simple delay thresholds
are fragile once queueing effects make detoured and non-detoured
paths overlap in delay, and (𝑖𝑖) supervised models such as logistic
regression and SVMs maintain high F1-scores across the regimes
we study, while unsupervised autoencoders often outperform
simple thresholds but exhibit larger performance drops in the most
challenging traffic regimes.
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Path-validation protocols let endpoints enforce and verify a data-
plane path by requiring routers along the path to cooperatively
construct a cryptographic proof that packets traversed a claimed
sequence of hops, and their design space has been surveyed in
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recent overviews [3, 4]. These mechanisms complement control-
plane protections such as RPKI and BGPsec, which validate
origins and AS paths but do not bind the concrete forwarding
path that packets follow [9, 12, 5, 10]. However, traffic may still
experience covert detours and wormhole-like behavior: packets can
be steered through tunnels or service-function chains that preserve
the advertised sequence of routers while significantly changing
geography, latency, or jurisdiction [7, 6, 13, 11].

Several path-validation proposals include timestamps and
suggest checking end-to-end delay against a trusted bound [3, 14, 8],
and distance-bounding protocols study delay-based guarantees [1,
2], but we are not aware of any empirical evaluation of timing-
based detour detection under realistic queueing and cross-traffic.
This work-in-progress takes first steps towards filling this gap.
Our contributions are: (i) we build a synthetic dataset of one-way
delays from ns-3 simulations with configurable detour length and
cross-traffic intensity; (ii) we derive simple flow-level delay features
and compare threshold-based rules with supervised classifiers
and deep autoencoders; and (iii) we identify regimes where delay
thresholds become fragile due to overlap between direct and
detoured delays, while supervised models remain robust and
unsupervised autoencoders behave as a promising butmore variable
alternative.

Preliminary Results: Detour Length Influence
This section presents the preliminary results of our analysis on
one varying parameter: the detour length. The delay analysis is
performed on 6 different models: 2 baseline models based on simple
statistical criteria defined by Arfaoui et al.( [2, 1]), 2 supervised
models (Support Vector Machines (SVM) and Logistic Regression
(REGLOG)) and 2 autoencoders (Denoising Autoencoder (DAE) and
Variational Autoencoder (VAE)). Figure 1 show the performance,
as 𝐹1-scores, of the different models as a function of the detour
path length with the baseline models (first line, green triangles), the
supervised models (second line, red squares), and the autoencoders
(third line, blue dots). The 𝐹1-scores are averaged over multiple
datasets, with grey confidence intervals. Delay-timestamp plots, in
Figure 2, display direct-flow delays (blue crosses) and detour-flow
delays (red crosses) for a representative dataset, illustrating typical
delay patterns under each scenario. The simulation takes place in a
network with a direct path length of 4 routers and a parasite rate
of 60 Mbps. 10% of the flows are deviated towards the detour path,
the rest takes the direct path.
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Figure 1: 𝐹1-Score ofmodels as a function of the detour length
with a path length of 4 routers and a parasite rate of 60Mbps.

Globally, models perform better with a longer detour path. It
is intuitive that the greater the detour, the greater the difference
between direct and detour delays. This separation is present in
Figure 2d for a detour of 10 routers. The baseline models do not
manage to make good classification for detour length of 1 and the
THRESHOLD also struggle for detour length of 2 and 4. THRESHOLD
does not manage to classify a single detour flow as deviated and its
𝐹1-Score is null for a detour of 2 routers. Figure 2 shows that for
detours of length 1, 2 or 4 routers, the delays overlap, which is why
the baseline models find it difficult to classify them. Supervised
models have good performance with 𝐹1-Scores above 0.85 for every
detour length. They are both better than the baseline models.
Regarding unsupervised models, the DAE and the VAE have better
performance than the baseline models except for a detour length of
2 routers where the INTERVAL_DELAY model have a greater score
than DAE. The difference between the direct and the detour delays
increase with each on-detour router added and the classification by
models becomes easier.

Conclusion and perspectives
In this poster paper, we presented an evaluation methodology that
allows to benchmark detour attacks detectionmethod.We evaluated
detection methods that rely on the end-to-end delay in order to
distinguish between traffic that was detoured and traffic that was
not. These methods are based on supervised and unsupervised
machine learning models, in addition, we included two non-ML
detection methods as baselines. We relied on the famous ns-3
simulator to generate datasets that represent a wide range of
scenarios by varying the detour length.Results in terms of 𝐹1-Score
show the superiority of ML-based models compared to non ML
methods. Also, supervised models yielded better overall results
than unsupervised models.

In this study we did not consider the case where traffic can travel
over multiple paths. Also, we did not take into account the fact

(a) 1 on-detour router (b) 2 on-detour routers

(c) 4 on-detour routers (d) 10 on-detour routers

Figure 2: Evolution of the variation of delays as a function of
the detour length for a path length of 4 routers and a parasite
rate of 60Mbps.

that the propagation duration between two routers depends on
the length of the link. Many other aspects will also be studied in
our future work including the impact of the path length or the
network congestion on the efficiency of the detection methods and
the robustness of the methods when faced with previously unseen
delay values.
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