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Objectives

1. Build a synthetic dataset of one-way delays from ns-3 simulations with
configurable detour length and cross-traffic intensity under realistic queuing.

2. Derive simple flow-level delay features and compare threshold-based rules
with supervised classifiers and deep autoencoders.

3. Identify regimes where delay thresholds become fragile due to overlap
between direct and detoured delays.

Introduction

▶ Detour attacks, such as wormhole attack, are difficult to detect [1].
▶ The wormhole attack is a traffic alteration attack that creates fake links.

▶ Might a longer-than-expected routing path explain a potential increase in
end-to-end delay?

▶ Most path validation protocols include timestamps within their proof [2].

Simple path validation protocol (inspired by [3])
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Initialisation by S:
P PVF = ø(P)
S PVF0 = PVF
R1 OPV1 = ø (PVF0||P||data||Timestamp) PVF1 = ø (PVF0)
R2 OPV2 = ø (PVF1||P||data||Timestamp) PVF2 = ø (PVF1)
R3 OPV3 = ø (PVF2||P||data||Timestamp) PVF3 = ø (PVF2)
D OPVD = ø (PVF3||P||data||Timestamp)

Example of consequences

▶ Data integrity of the network is compromised by allowing unauthorized
access inside the tunnel to sensitive data.

▶ A network provider announces a certain level of service by transiting
through a fast link but provides in reality a lower service.

Evolution of the variation of delays

Direct-flow delays (blue crosses) and detour-flow delays (red crosses).

(a) 1 on-detour router (b) 2 on-detour routers

(c) 4 on-detour routers (d) 10 on-detour routers

Scheme of network delay decomposition [4]
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Preliminary results of machine learning analysis

▶ 6 different models: 2 baseline models based on simple statistical criteria
defined by Arfaoui et al.[5], 2 supervised models (Support Vector Machines
(SVM) and Logistic Regression (REGLOG)) and 2 autoencoders (Denoising
Autoencoder (DAE) and Variational Autoencoder (VAE)).

▶ F1-scores subject of the influence of the number of on-detour routers with
grey confidence interval.

▶ Default parameters: Flow size: 9 packets; Proportion of detoured flows:
10%; Bandwidth: 120 Mbps; Path length: 4 routers; Parasite rate: 60
Mbps.

Future Work

▶ Study the impact of the path length or the network congestion.
▶ Study the robustness of the methods when faced with unseen delay values.
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