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ABSTRACT

The MapReduce programming paradigm allows to process
big data sets in parallel on a large cluster of commodity
machines. The MapReduce users often outsource their data
and computations to a public cloud provider. We focus on
the fundamental problem of matrix multiplication, and ad-
dress the inherent security and privacy concerns that occur
when outsourcing to a public cloud. Our goal is to enhance
the two state-of-the-art algorithms for MapReduce matrix
multiplication with privacy guarantees such as: none of the
nodes storing an input matrix can learn the other input ma-
trix or the output matrix, and moreover, none of the nodes
computing an intermediate result can learn the input or
the output matrices. To achieve our goal, we rely on the
well-known Paillier’s cryptosystem and we use its partially
homomorphic property to develop efficient algorithms that
satisfy our problem statement. We develop two different
approaches called Secure-Private (SP) and Collision-Resistant-
Secure-Private (CRSP), and compare their trade-offs with
respect to three fundamental criteria: computation cost, com-
munication cost, and privacy guarantees. Finally, we give
security proofs of our protocols.
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1 INTRODUCTION

MapReduce [6] is a programming paradigm for processing
big data sets. The MapReduce programs are automatically
parallelized and executed on a large cluster of commodity
machines. The users need to specify two functions (map and
reduce), whereas the system takes care of several aspects
such as partitioning the data, scheduling the program’s exe-
cution across the machines, handling machine failures, and
managing the communication between different machines.

In practice, the MapReduce users often outsource their
data and computations i.e., they rent storage and computing
resources from a public cloud provider (e.g., Google Cloud
Platform, Amazon Web Services, Microsoft Azure). On the
positive side, using a public cloud makes the big data process-
ing accessible to users who cannot afford to build their own
clusters. However, outsourcing the data and computations
to a public cloud involves inherent security and privacy con-
cerns. Indeed, the MapReduce users are no longer in control
of their data, which may be communicated over an untrusted
network and processed on some untrusted machine, where
malicious public cloud users may breach their privacy.

We address the fundamental problem of MapReduce matrix
multiplication from a privacy-preserving perspective i.e., we
develop algorithms for which the public cloud cannot learn
neither the input nor the output data. The matrix multiplica-
tion is also the original purpose for which the Google imple-
mentation of MapReduce was created. Such multiplications
are needed by Google in the computation of the PageRank
algorithm. The standard algorithms for MapReduce matrix
multiplication use either two or one communications rounds,
and moreover, their communication and computation cost
analysis have been throughly analysed in Chapter 2 of [12].
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Figure 1: One Round. Figure 2: Two Rounds.
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’ Algorithm \ # rounds \ Computation cost (big-O) \ Comm. cost (big-O) \ Privacy ‘
Standard Two ) 5 n + 3n
of Ch2in [12] One 2n® + (Cx + Cy)n P None
Secure-Private Two (Ci +2Cg)n* + (2Cx + 2Cexp + Cp)n® 3n® + 4n® All}
(SP) One (1+Cg)n® + (Cx + Cexp)n3 2n’ + n? Only (1)-(3)
Collision-Resistant Two ) 5 4n® + 3n*
-Secure-Private (CRSP) One 2Cen” + (4Cs + 7Cx + 2Cp + 2Ceg)n 513 + n? Al

T Assuming nodes do not collude.

Figure 3: Summary of results. Let n be max(a, b, ¢), and Cx (resp. C,, Cexp, Cg, Cp) is the cost of multiplication (resp.

addition, exponentiation, encryption, decryption).

Problem statement. Two compatible matrices M and N are
stored in the distributed file system of some public cloud
provider. A user (who does not know the matrices M and N)
wants their product P = M X N. We assume that the matrix
M is initially spread over a set M of nodes, each of them
storing a chunk of M i.e., a set of elements of M. Similarly,
the matrix N is initially spread over a set N of nodes. In the
case of one round (Figure 1), the final result P is spread over
a set R of nodes before it is sent to the user’s nodes P; in
the case of two rounds (Figure 2), intermediate results are
spread over a set R; of nodes and the final result P is spread
over a set R, of nodes before it is sent to the user’s nodes P.
We expect the following properties:

(1) the user cannot learn any information about input

matrices M and N,

(2) none of the nodes in M can learn any information
about matrices N and P,

(3) none of the nodes in NV can learn any information
about matrices M and P,

(4) none of the nodes in R (for one round), or in R; and
R, (for two rounds) can learn any information about
matrices M, N, and P.

The second and third condition state that none of the nodes
storing an input matrix can learn the other input matrix or
the output matrix, whereas the fourth condition states that
none of the public cloud’s nodes storing intermediate or final
result can learn the input or the output matrices.

Notice that a straightforward solution would require the
use of a fully homomorphic encryption scheme e.g., Gen-
try [11]. Indeed, a fully homomorphic encryption scheme
would allow to execute directly in the encrypted domain all
multiplications and additions needed for computing a matrix
multiplication. Unfortunately, such an approach would solve
our problem only from a theoretical point of view because
making a fully homomorphic encryption scheme work in
practice remains an open question (as noted e.g., in [11]).

Summary of contributions. We propose algorithms that
extend the two standard algorithms for MapReduce matrix

multiplication (as found in Chapter 2 from [12]) while ensur-
ing data privacy, and remaining efficient from both compu-
tational and communication points of view.

Our technique is based on the well-known Paillier’s cryp-
tosystem [17], which is partially homomorphic i.e., it is ad-
ditively homomorphic. The integration of this cryptosystem
into the standard MapReduce algorithms for matrix multi-
plication is not trivial. Indeed, Paillier’s cryptosystem does
not allow to execute directly in the encrypted domain the
multiplications that are needed for matrix multiplication.

Assuming that the public cloud’s nodes do not collude,
we design the Secure-Private (SP) approach which satisfies
all afeorementionned conditions. Indeed, we show that if
nodes N collude with nodes R,, then R, can retrieve all
elements of matrix N. The second approach designs a sophis-
ticated algorithm that relies on additional communications
to overcome these risks of collusions; this idea led to our
Collision-Resistant-Secure-Private (CRSP) approach, which
satisfies all conditions enumerated in the problem statement.

We summarize in Figure 3 the trade-offs between com-
putation cost, communication cost, and privacy guarantees
for our two approaches and the two standard MapReduce
algorithms for matrix multiplication. In our communication
cost analysis, we measure the total size of the data that is
emitted from a map or reduce node, and the additional data
that needs to be communicated to realize the interactive
multiplication in the encrypted domain. The CRSP approach
satisfies all privacy constraints and resists to collusions, but
requires a communication overhead.

Related work. Chapter 2 of [12] presents an introduction
to the MapReduce paradigm. In particular, it includes the
two MapReduce algorithms for matrix multiplication that
we enhance with privacy preservation.

The security and privacy concerns of MapReduce have
been summarized in a recent survey [7]. To the best of our
knowledge, no existing work has addressed the problem of
matrix multiplication, on which we focus in this paper. More
precisely, the state-of-the-art techniques for execution of
MapReduce computations while preserving privacy focus on
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problems such as word search [3, 8], information retrieval [8,
14], count queries [8, 19], equijoins [8], and range queries [8].
The general goal of these works is to execute MapReduce
computations such that the public cloud cannot learn the
data. This is precisely our goal too, but for a fundamentally
different task i.e., matrix multiplication.

Distributed matrix multiplication has been thoroughly
investigated in the secure multi-party computation model
(MPQC) [1, 9, 10, 20], whose goal is to allow different nodes
to jointly compute a function over their private inputs with-
out revealing them. The aforementioned works on secure
distributed matrix multiplication have different assumptions
compared to our MapReduce framework: (i) they assume
that nodes contain entire vectors, whereas the division of
the initial matrices in chunks as done in MapReduce does
not have such assumptions, and (ii) in MapReduce, the func-
tions specified by the user [6] are limited to map (process a
key/value pair to generate a set of intermediate key/value
pairs) and reduce (merge all intermediate values associated
with the same intermediate key), and the matrix multiplica-
tion is done in one or two communication rounds [12]; on
the other hand, the works in the MPC model assume arbi-
trary numbers of communication rounds, relying on more
complex functions than map and reduce.

Moreover, generic MPC protocols [4, 13] allow several
nodes to securely evaluate any function. Such protocols could
be used to secure MapReduce. However, due to their generic
nature, they are inefficient and require a lot of interactions
between parties. Our goal is to design an optimized protocol
to secure MapReduce.

Paper organization. We introduce the needed cryptographic
tools in Section 2 and the standard algorithms for matrix mul-
tiplication with MapReduce in Section 3. We present our SP
algorithm for secure matrix multiplication with MapReduce
and its analysis in Section 4, and the CRSP algorithm in Sec-
tion 5. We prove the security of our algorithms in Section 6.
We outline conclusion and future work in Section 7.

2 CRYPTOGRAPHIC TOOLS

We start by recalling the definition of negligible function used
in security proofs and definition, and security requirements
of public key cryptosystems.

Definition 2.1 (Negligible function). A functione : N — N
is negligible in 7 if for every positive polynomial p(-) and
sufficiently large 7, e(n) < 1/p(n).

Definition 2.2 (Public Key Encryption (PKE)). Let n be a
security parameter. A PKE scheme is defined by three algo-
rithms (G, &, D):

G(n): returns a public/private key pair (pk, sk).
Epk(m): returns the ciphertext c.
Dsi(c): returns the plaintext m.
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return (b = b,)

Figure 4: IND-CPA experiment [2].

A PKE scheme IT = (G, &, D) is indistinguishable under
chosen-plaintext attack (IND-CPA) [2] if for any probalis-
tic polynomial time adversary A, the difference between %
and the probability that A wins the IND-CPA experiment in
Figure 4 is negligible, where the oracle &, (LR (+, -)) takes
(mo, mq) as input and returns Epi(myp). The standard defi-
nition of CPA experiment allows the adversary to call this
oracle only one time. However, in [2] authors prove that
the two definitions of CPA security are equivalent using an
hybrid argument.

In the following, we require an additive homomorphic
encryption scheme to secure the computation of matrix mul-
tiplication with MapReduce. There exist several schemes that
have this property [5, 15-17]. We choose Paillier’s public key
encryption sheme [17] to illustrate specific required homo-
morphic properties. Our results and proofs are generic, since
any other encryption schemes having such properties can
be used instead of Paillier’s scheme.

2.1 Paillier’s Scheme

Paillier’s scheme is an IND-CPA scheme [18], we recall the
key generation, the encryption and decryption algorithms.

Key Generation. We denote by Z,, the ring of integers
modulo n and by Z;, the set of inversible elements of Z,,.
The public key pk of Paillier’s encryption scheme is (n, g),
where g € Z7, and n = p X q is the product of two prime
numbers such that ged(p, q) = 1.

The corresponding private key sk is (4, i), where A is
the least common multiple of p — 1 and ¢ — 1 and p =
(L(g* mod n*))™" mod n, where L(x) = L.

Encryption Algorithm. Let m be a message such that m €
Zy. Let g be an element of Z*, and r be a random element of
Zy,. We denote by & the encryption function that produces
the ciphertext ¢ from a given plaintext m with the public key
pk = (n, g) as follows: ¢ = g™ X r" mod n?.

Decryption Algorithm. Let ¢ be the ciphertext such that
¢ € Zy2. We denote by Dy the decryption function of the
plaintext ¢ with the secret key sk = (A, ) defined as follows:
m=1L(c* modn?) xy modn.

2.2 Homomorphic Properties

Paillier’s cryptosystem is a partial homomorphic encryption
scheme. We present these properties.
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B
Knows ¢; = Epi, (my) and ¢; = &y, (M)
Picks two randoms 61, 8, € Z,,

Dk, (1) = my + 61 and Dy, (a2) = ma + 6, Lo a; =c1 X SpkA(51) and ay = ¢y X 5pkA(5z)

B = Epi,, (M1 + 61) X (m2 + 6,))

Epk (M1 X my) = 5

S 1
Epky (81%82)xc;* Xc,

Figure 5: Paillier interactive mutiplicative homomorphic protocol, of computation cost O(4Cg + 6Cx + 2Cp + 2Ceyp)

and communication cost O(3).

Homomorphic Addition of Plaintexts. Let m; and m; be two
plaintexts in Z,. The product of the two associated cipher-
texts with the public key pk = (n, g), denoted ¢; = &y (my) =
g™ xr mod n® and ¢; = Epk(mz) = g™ X r) mod n?, is
the encryption of the sum of m; and m;.

mod n?

Epk(my) x Epi(ms) €1 X
= (g™ xr)x(g™ xry) mod n
= (¢MTMx(rixr)")

mod n) .

mod n?

Epk(my +my

Epk(my)
We also remark that: azk(mz) = Epr(my — my).

Specific Homomorphic Multiplication of Plaintexts. Let m,
and m;, be two plaintextsin Z,, and ¢; € Z:;Z be the ciphertext
of m; with the public key pk (c; = Ep(my)). With Paillier’s
scheme, ¢; raised to the power of m; is the encryption of the
product of the two plaintexts m; and m;.
my
1
(g™ xrH)™  mod n’

(gm1 cmy X (riﬂz)n)

mod n) .

Epk(my)™ mod n?

(o

mod n?

8pk(m1 X my

Interactive Homomorphic Multiplication of Ciphertexts. Cra-
mer et al. [4] show that an interactive protocol makes pos-
sible to perform multiplication over ciphertexts using addi-
tive homomorphic encryption schemes as Paillier’s encryp-
tion scheme. More precisely, Bob knows two ciphertexts
c1,Cy € Z’;z of the plaintexts m;, m, € Z, with the public
key of Alice, he wants to obtain the cipher of the product
of m; and m, without revealing to Alice m; and m,. For
this Bob has to interact with Alice as described in Figure 5.
Bob first picks two randoms §; and §; and sends to Alice
a1 = c1 X Epi,(81) and ap = ¢ X Epy,(82). By decrypting
respectively a; and ay, Alice recovers respectively m; + §;
and my + ;. She sends to Bob 8 = &y, ((my +61) X (my +52)).
Then, Bob can deduce the value of &(m; - my) by comput-

B .
— -~ since & mi; +61) X (mg + 8,)) =
Eoier (51><52)><c151><cfz pk 4 (( 1 1) ( 2 2))

8Pk,4 (m1 XmZ)XSPkA (m1 ><52)><8pkA (mz ><51)><8pkA (51 X52).

ing:

3 MATRIX MULTIPLICATION

Let M and N be two compatible matrices, respectively of
size a X b and b X c. We denote by m;; the element of the
matrix M which is in the i-th row and the j-th column with
1 <i<aand1 < j < b In the same way, we denote by
nji the element of the matrix N which is in the j-th row and
k-th column with 1 < j < band 1 < k < c. Moreover, we
denote by P the product M X N.

3.1 Two MapReduce Rounds

The matrix multiplication with two MapReduce rounds is
composed of four functions: first Map function (2R-M1), first
Reduce function (2R-R1), second Map function (2R-M2) and
second Reduce function (2R-R2).

The First Map Function (Figure 6(a)). 2R-M1 consists of
rewriting each element of matrices M and N in the form of
key-value pairs such that elements needed to compute each
element of the product M X N share the same key. Hence,
nodes M create pairs of the form (j, (M, i, m;;)), where 1 <
i <aand1 < j < band send them to the set of nodes R;.In
the same way, nodes NV create pairs of the form (j, (N, k, nj))
where 1 < j < band 1 < k < ¢ and send them to R;. We
stress that M and N in the values are the names of matrices,
that can be encoded with a single bit, and not the matrices
themselves.

The First Reduce Function (Figure 6(b)). To compute ele-
ments of P, the first step is to compute each product m;; Xn
for 1 < j < b. Hence 2R-M1 executed on R; creates key-
values pairs and sends them to R, where for a key (i, k) with
1<i<aandl <k <c, values are m;; X nji for1 < j < b.

The Second Map Function. In this second round, 2R-M2
is the identity function, hence we further omit it from the
analysis of the computation and communication costs.

The Second Reduce Function (Figure 6(c)). It is executed by
nodes of type R, and aggregates all values with the same
key to obtain key-value pairs ((i, k), Zj[-’zl mij X nji). Then
R, sends results to P.
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Input: (key, value)
// key: id of a chunk of M or N
// value: collection of (i, j, m;;)
1/ or (j, k, njk)
foreach (i, j, m;;) € value do
| emityog, U, (M, i, my;))
foreach (j, k, njx) € value do
‘ emity—R, U, (N, k, njk))

(a) 1st Map function (2R-M1).

Computation cost: 2n?.
Communication cost: 2n2.

Input: (key, value)
// key: id of a chunk of M or N
/1 value: collection of (i, j, m;;)
// or (j, k, njx)
foreach (i, j, m;;) € value do
| emitytor, U, (M, i Epi, (mif))
foreach (j, k, n;z) € value do
| emitno, U, (N, k. (njk + Tjk, Epk,, (7jk))

(d) 1st Map function (2R-SP-M1).

Computation cost: (Cy + 2Cg)n?.
Communication cost: 3n2.
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Input: (key, value)
// key: id of a chunk of M or N
// value: collection of (i, j, m;j)
// or (j, k, nj)
foreach (i, j, m;;) € value do

| emitpor, U (M, L, Epi, (i)
foreach (j, k, n;z) € value do

‘ emitNﬁ’Rl (. (N, k, Spkp (njk)))

(g) 1st Map function (2R-CRSP-M1).

Computation cost: 2Cgn?.
Communication cost: 2n2.

Input: (key, values)
/lkey:1 <j<b
//values: collection of (M, i, m;;)
/! or (N, k, njx)
foreach (M, i, m;;) € values do
foreach (N, k, nji) € values do
| emitr, g, (i, k), (mij X njx))

(b) 1st Reduce function (2R-R1).

Computation cost: Cyn>.
Communication cost: 3.

Input: (key, values)
/lkey:1 <j <b
//values: collection of (M, i, Spkp (mij))
1 or (N, k. (njk + Tiks Epky, (Tjk))
foreach (M, i, Spkp(m,—j)) € values do

foreach (N, k,(njx + Tjk, apkr2 (zjk))) € values do

emitg, g, ((i, k),
(Epiy (mig) K TE, Ei (mi), Ep, (1))

(e) 1st Reduce function (2R-SP-R1).

Computation cost: Cexp n3.
Communication cost: 3n3.

Input: (key, values)

/lkey:1 <j<b

//values: collection of (M, i, Spkp(m,-j))

1/ or (N, k, ‘gpkp("}'k))
foreach (M, i, 8pkp(mij)) € values do

foreach (N, k, Spkp (njk)) € values do
emitg, -, ((i, k),
inter(Epi,, (M), Epk,, (njk)))

(h) 1st Reduce function (2R-CRSP-R1).

Computation cost: (4Cg + 6Cx + 2Cp + ZCCXP)nS.
Communication cost: 4n3.

Input: (key, values)

/lkey: (i, k) € [1, a] X [1, c]
//values: collection of v = m;;j X nj
emitg, o ((i, k), X1, k),0) V)

(c) 2nd Reduce function (2R-R2).

Computation cost: Cy.n.
Communication cost: n%.

Input: (key, values)

Ilkey: (i, k) € [1, a] X [1, c]
//values: collection of (vy, va, v3) =
1/ (Spkp(mij)njk+fjk, spkp (mij), Spkr2 (Tjk))

) ) Deky, (v3)
emitg, o (i, k), T1 (1, k), (0, 090 09) Q11 (@) 2

)

(f) 2nd Reduce function (2R-SP-R2).

Computation cost: (2Cx + Cexp + Cp)n®.
Communication cost: n?.

Input: (key, values)
lkey: (i, k) € [1, a] X [1, c]
//values: collection of v = SPkp (mij X njr)

emitg, e (i, k), (i, 5),0) 2)

(i) 2nd Reduce function (2R-CRSP-R2).

Computation cost: Cyn®.
Communication cost: n2.

Figure 6: Algorithms for two MapReduce rounds, the highlighting emphasizes differences between algorithms of
the first column and the second one, and between algorithms of the second column and the third one. By n we

denote max(a, b, c). Computation and communication costs are given in big-O notation.

3.2 One MapReduce Round

The matrix multiplication with one MapReduce round is
composed of two functions: the Map function (1R-M) and
the Reduce function (1R-R).

The Map Function (Figure 7(a)). It is executed on M and
N, and creates the sets of matrix elements that are needed
to compute each element of the product M X N. Since an
element of M or N is used for many elements of the final
result, the output of the Map function sent to R gives key-
value pairs where keys are (i, k) where i is the row of M and
k is the column of N, and values are of the form (N, j, m;;)
and (N, j, nji).

The Reduce Function (Figure 7(b)). With the previous Map
function, we obtain for a key (i, k) a set of values of the
form (M, j, m;;) and (N, j, nj) with 1 < j < b. Then, 1R-R
executed by R computes the sum of m;; X nj, with1 < j < b
for each key (i, k). These results are paired to the keys (i, k)

for1 <i<aand1 < k < cin the output of 1R-R and sent
to the MapReduce user P.

4 SP MATRIX MULTIPLICATION

The SP matrix multiplication with MapReduce uses the Pail-
lier’s scheme and the idea of adding a random mask to ensure
privacy of elements of matrices.

4.1 SP Two MapReduce Rounds

The matrix multiplication for SP two MapReduce rounds
is composed of four functions: the first Map function (2R-
SP-M1), the first Reduce function (2R-SP-R1), the second
Map function (2R-SP-M2) and the second Reduce function
(2R-SP-R2).

The First SP Map Function (Figure 6(d)). 2R-SP-M1 encrypts
all elements m;; of the matrix M using Paillier’s cryptosystem
with the public key pk,, of user # and masks all elements
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Input: (key, value)
//key: id of a chunk of M or N
//value: collection of (i, j, m;j) or (j, k, njx)
foreach (i, j, m;;) € value do
foreach1 < k < b do
| emitpor((i, k), (M, j, mij))
foreach (j, k, njx) € value do
foreach1 <i < ado
| emityor((, k), (N, j, njk))

(a) Map function (1R-M).

Computation cost: 2n?.
Communication cost: 2n3.

Input: (key, value)
//key: id of a chunk of M or N
//value: collection of (i, j, m;j) or (j, k, nj)
foreach (i, j, m;;) € value do
foreach1 < k < cdo
| emityr(( k), (M, j, Epi, (mi)))

foreach (j, k, njx) € value do
foreach1 <i < ado
| emityow((i, k), (N, j, njk)

(c) Map function (1R-SP-M).

Computation cost: (1 + Cg)n?.
Communication cost: 2.

Bultel, Ciucanu, Giraud, Lafourcade

Input: (key, value)
//key: id of a chunk of M or N
//value: collection of (i, j, m;j) or (j, k, njx)
foreach (i, j, m;j) € value do
foreach1 < k < c do
| emitpr((i. k). (M. J. E, (mij))

foreach (j, k, njx) € value do
foreach1 <i < ado
| emitymr((i, k), (N, j, Epi, (1K)

(e) Map function (1R-CRSP-M).

Computation cost: 2Cgn?.
Communication cost: 2n3.

Input: (key, values)
lkey: (i, k) € [1, a] X [1, c]
//values: collection of (M, j, m;j;)
/" or (N, j, njk)
foreach j € [1, b] do
| emitrop((i, k) 22 (myj X nji))

(b) Reduce function (1R-R).

Computation cost: (Cy + Cx)n.
Communication cost: n2.

Input: (key, values)
Ilkey: (i, k) € [1, a] x [1, c]
//values: collection of (M, j, 8pkp(mij))
1 or (N, j, nj)
foreach (i, k) € [1, a] X [1, c] do
‘ emitr_p((i, k), H?:l Spkp(mij)njk)

(d) Reduce function (1R-SP-R).

Computation cost: (Cx + Cexp)nS.
Communication cost: n2.

Input: (key, values)
/lkey: (i, k) € [1, a] X 1, c]
//values: collection of (M, j, Spkp (m;j))
I or (N. J, Epky (1)
foreach (i, k) € [1, a] X [1, c] do
emitrp((i, k),
[1-, inter(Epi,, (mij), Epk,, (n1)))

(f) Reduce function (1R-CRSP-R).

Computation cost (4Cg + 7Cx + 2Cp + ZCCKP)n3.
Communication cost: 3n3 + n?

Figure 7: Algorithms for one MapReduce round, the highlighting emphasizes differences between algorithms of
the first column and the second one, and between algorithms of the second column and the third one. By n we

denote max(a, b, c). Computation and communication costs are given in big-O notation.

nji of the matrix N by adding a random element 7, € Z,, to
njk. Moreover, 2R-SP-M1 encrypts and sends each 7, with
the public key pk,, of nodes R..

The First SP Reduce Function (Figure 6(e)). 2R-SP-R1 is exe-
cuted on the set of nodes R;. As we have seen in the standard
MapReduce, 2R-R1 produces key-value pairs where the key
is equal to (i, k) and values is equal to m;; - nj for 1 < j < b.
In the SP approach, keys are also equal to (i, k) but values
are tuples equal to (8pkp(m,~j)”jk”jk, 8pkp(m,~j), 8pk,R2 (TjK))-
Thus, R; can compute 8ka (mij X nji) X Spkp(mij)ffk using
homomorphic properties of Paillier’s cryptosystem which is
equal to Spkp (m;;)™%*7ik in the tuple. The mask removal is
later on done in nodes R;.

The Second SP Map Function. 1t is also the identity.

The Second SP Reduce Function (Figure 6(f)). 2R-SP-R2, exe-
cuted on R,, multiplies all values associated to the same key
(i, k). Moreover, R, removes all masks for each value using
8pkp(mij) and SPkrz (7jx) emitted by R;. In fact, to compute
Spkp(mij X njk), Ra computes

Spkp(mij)njk+rjk/(6pkp (mij)Dskrz(Sskrz(Tjk)))
=Epk,, (mij)™* X Epic, (mij) 7% [ Epic, (i) 7%

=Epi, (mij X nji) .

4.2 SP One MapReduce Round

The matrix multiplication for SP one MapReduce round is
composed of two functions: the Map function (1R-SP-M) and
the Reduce function (1R-SP-R). Unlike in two MapReduce
rounds, elements of matrix N cannot be masked since there
is only one reduce function.

The SP Map Function (Figure 7(c)). In 1R-SP-M, only ele-
ments of matrix M are encrypted with the public key pk,, of
the user # using Paillier’s cryptosystem.

The SP Reduce Function (Figure 7(d)). 1R-SP-R uses the
homomorphic property of Paillier’s cryptosystem. In fact,
instead to summing all products m;; X nj; 1R-SP-R mutlti-
plies, for each key (i, k), all encrypted values 8ka (myj)"ix
corresponding to Epk,, (mij X nji).

5 CRSP MATRIX MULTIPLICATION

The MapReduce matrix multiplication with one and two
rounds reveals all intermediate results to each set of nodes
of the cluster. For example, when matrix multiplication is
performed with two MapReduce rounds, R; knows all ele-
ments of matrices M and N. We describe below MapReduce
algorithms with the CRSP approach, which precludes the
cluster nodes from learning elements of the matrices.
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5.1 CRSP Two MapReduce Rounds

The matrix multiplication for CRSP two MapReduce rounds
is composed of four functions: the first Map function (2R-
CRSP-M1), the first Reduce function (2R-CRSP-R1), the sec-
ond Map function (2R-CRSP-M2) and the second Reduce
function (2R-CRSP-R2).

The First CRSP Map Function (Figure 6(g)). Unlike 2R-SP-
M1, 2R-CRSP-M1 encrypts all elements m;; of the matrix M
and all elements ;i of the matrix N with the public key pk,,
of the user . Hence, when 2R-CRSP-M1 emits the key-value
pairs to Ry, which learns nothing about elements of matrices
M and N.

The First CRSP Reduce Function (Figure 6(h)). It has to per-
form multiplications of encrypted values having the same
key on Ry, ie. for a key (i, k), Ry multiplies 8pkp(m,-j) by
Spkp(”jk) for 1 < j < b. We use the interactive protocol in
Figure 5 to perform mutiplication of two ciphertexts with the
Paillier’s cryptosystem. Hence, R; interacts with the client
% to perform the multiplications.

The Second CRSP Map Function. It is also the identity.

The Second CRSP Reduce Function (Figure 6(i)). Since R,
receives key-value pairs where values v equal to Epk,, (my; X
njk), Rz uses the homomorphic property of Paillier’s cryp-
tosystem to compute the sum of all encrypted values associ-
ated to the same key (i, k). Pricisely, 2R-CRSP-R2 computes
[ (i, k), 0) © for akey (i, k) which represents Spkp(Z((i,k),v) V).

5.2 CRSP One MapReduce Round

Finally, we present the matrix multiplication for CRSP one
MapReduce round composed of two functions: the Map func-
tion (1R-CRSP-M) and the Reduce function (1R-CRSP-R).

The CRSP Map Function (Figure 7(e)). IR-CRSP-M creates
the sets of matrix elements used to compute the product of
matrices M and N. All these matrix elements are encrypted
with the public key pk,, of the user #. Hence, M, N and R
cannot learn any information on elements of these matrices.

The CRSP Reduce Function (Figure 7(f)). For a key (i, k),
it takes as input values of the form (M, j, Spkp(mij)) and
(N, }j, 8pkp(njk)), for 1 < j < b. To compute Zj[-’:l Mmij X Njk
from these encrypted values, 1R-CRSP-R uses Paillier’s in-
teractive multiplicative homomorphic protocol.

6 SECURITY PROOFS

We provide formal security proof of our two rounds CRSP
protocol. Proofs for the one round CRSP protocol and for SP
protocols are quite similar but having no space for all four,
we focus on the most technically interesting.
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We use the standard multi-party computations definition
of security against semi-honest adversaries [13]. We consider
several entities that run a secure protocol in order to evaluate
a multivariate function f. For example, consider two parties
A and B using respectively inputs a and b that run a secure
two-party protocol to evaluate the multivariate function
f = (fa, fB). At the end of the protocol, Alearns fa(a, b) and
B learns fg(a, b). Such a protocol is secure when A (resp. B)
learns nothing else than fa(a, b) about b (resp. fz(a, b) about
a). We consider semi-honest adversaries in the sense that A
and B run honestly the protocols, but they try to exploit all
intermediate information that they have received during the
protocol.

We model our protocol with five entities M, N, Ry, R
and P using respective inputs I = (Ipq, Iy, Ig,, Ir,, Ip) and
a function f = (fm, fn. fr,» fr,> fp) such that:

e M has the input Iy = (M, pkp) where M is a matrix
and pk,, is a Paillier’s public key, and returns f((I) =L
(where L denotes that the function returns nothing),
because M does not learn anything.

e N has the input Iy = (N, pk,) where N is a matrix
and pk,, is a Paillier’s public key, and returns fj/(I) =L,
because N does not learn anything.

* Ry has the input Iz, = pk, where pk), is a Paillier’s
public key, and returns fg,(I) =1, because R; does
not learn anything.

* R; has the input I, = pk, where pk,, is a Paillier’s
public key, and returns fg,(I) =L, because R does
not learn anything.

e P has the input Ip = (pk,, sk,) where (pk,, sk,) is a
Paillier’s key pair, and returns fp(I) = M X N.

Note that for the sake of clarity, we consider that R, sends
the product of the encrypted matrices to # instead of storing
them in a database. Moreover, we show that our two-rounds
protocol is secure even if the two reduce nodes R; and R;
collude, i.e. they share all their information.

We start by formally defining the Computational Indis-
tinguishability and the view of an entity before formally
presenting the security of CRSP MapReduce protocols.

Definition 6.1 (Computational indistinguishability). Let n
be a security parameter and X, and Y, two distributions. We
say that X, and Y, are Computationally Indistinguishable,

denoted X, = Y,, if for every probabilistic polynomial-time
distinguisher O we have:

|Pr[x —Xp: 1= D) -Prly Y, : 1 D(y)]| <e(n),
where € is a negligible function in 7.

Definition 6.2 (view). Let & be a n-parties protocol that
computes the function f = (f;)1<;<n for the entites (E; )1 <i<n

using inputs I = (I;)1<i<n. The view of a party E; (where
1 < i < n)during an execution of 7, denoted viewZ, (I), is the
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set of all values sent and received by E; during the protocol.
We denote by viEwT . (I) = (VIEWE, (I), VIEWE, (I)) (Where
i Lj i J

1 < i,j < n) the view of a collusion between E; and E;.

To prove that a party E learns nothing during execution of
the protocol, we show that E can run a simulator algorithm
that simulates the protocol, such that E (or any polynomialy
bounded algorithm) is not able to differentiate an execution
of the simulator and an execution of the real protocol. The
idea is the following: since the entity E is able to generate his
view using the simulator without the secret inputs of other
entities, E cannot extract any information from his view dur-
ing the protocol. This notion is formalized in Definition 6.3.

Definition 6.3 (Security with respect to semi-honest behavior).
Let 7 be a n-parties protocol that computes the function f =
(fi)1<i<n for entites (E;)1<i<n using inputs I = (I;)1<j<n € 1.
We say that 7 securely computes f in the presence of semi-
honest adversaries if for each E; (where 1 < i < n) there exists
probabilistic polynomial-time simulators Sg, such that:

c

S, (i, fE,(D) = viewg () .
We say that 7 is secure against collusions between E; and E;
(where 1 < i,j < n) if there exist probabilistic polynomial-
time simulators Sg;,, E; such that:

S,k (. fi, (D). (. fie, (D)) = viEWE (1) .

The security of CRSP two MapReduce rounds is given by
Theorem 6.4.

THEOREM 6.4. Assume Paillier’s cryptosystem is IND-CPA,
then the CRSP two-rounds protocol securely computes the ma-
trix mutiplication in the presence of semi-honest adversaries
even if Ry and R, collude. Moreover, the CRSP one-round proto-
col securely computes the matrix multiplication in the presence
of semi-honest adversaries.

In a security point of view, the only difference between
the two protocols is that the collusion of the nodes R; and
R, in the two-rounds protocol becomes a unique node R in
the one-round protocol, then the security of the two-rounds
protocol implies the security of the one-round one.

The security proof for the two-rounds protocol (Theo-
rem 6.4) is decomposed in Lemma 6.5 for M and N, Lemma 6.6
for R and R, and Lemma 6.7 for P.

LEMMA 6.5. There exists probabilistic polynomial-time sim-
ulators Spq and Sy such that for all I = (Ip, In, I, IR, Ip)
we have:

SwlIpt, (D)) = viewS¥S (1)
SnUn, fn(D)

Proor. We build the simulator Sy presented in Algo-
rithm 1. The view of M only contains the encryption of M

e

CRSP
viEwy, ™ (I) .
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that is sent to R;. We remark that S (M, pkp), 1) uses ex-
actly the same algorithm as the real protocol of CRSP, then
it describes exactly the same distribution as VIEW%SP(I ),
which concludes the proof. Building the simulator Sy as
S, we prove that Sy ((N, pkp), 1) describes exactly the

same distribution as VIEW/CVRSP(I ). O

Sw((M. pk,), L)
M (Spkp(mij))
vIEW = (M) ;

return VIEwW.
Algorithm 1: Simulator S .

LEMMA 6.6. Assume Paillier’s cryptosystem is IND-CPA,
then there exists a probabilistic polynomial-time simulator
Sr,.®, such that for allI = (Ip, In, I, , I,, Ip) we have:

Sp,.#,((Ix, fr, (D). (g, fir, (1)) = VIEWR 3, (I) -

Proor. Let Sg, ®, be the simulator presented in Algo-
rithm 2. It outputs the view of R; that contains the two
encrypted matrices M’ and N’ sent by M and N, all couples
of ciphertexts (x;jk, y;jx) sent to £ and all corresponding
ciphertexts z;j; returned by ¥ to compute multiplication on
encrypted coefficients, and all the values z;;; that are for-
warded to R;. It also outputs the view of R, that contains all
values z;jx sent by R, and coefficients u;; of the encrypted
matrix P’ sent to P.

Let 1 be the security parameter used for the Paillier’s
cryptosystem. Assume there exists a polynomial-time distin-
guisher D such that forall I € T:

|Pr[s — SR1,R2((IR1’fR1(I))5 (I'Rz’fﬂz(I))) i1« D(S)]
—Pr[s « VIEW%;’S(EZ(I) 11— Z)(s)]| =e(n),

where € is a non-negligible function in 1. We show how to
build a probabilistic polynomial-time adversary A such that
A has a non-negligible advantage to win the IND-CPA ex-
periment on the Paillier’s cryptosystem. Then we conclude
the proof by contraposition. Adversary A is presented in
Algorithm 3. At the end of its execution, A uses the distin-
guisher D to compute the bit b, before returning it. First, we
remark that:

Pr(1 — Exppyiicy s (mlb = 0] =

Prs « VIEW%'isqu(I) 10— D(s)] .

Indeed, when b = 0, the view that A uses as input for D is
computed as in the real protocol CRSP. Then the probability
that the experiment returns 1 (which is the probability that
b, = b = 0) is equal to the probability that the distinguisher



Secure Matrix Multiplication with MapReduce

returns 0 on inputs computed as in the real protocol. On the
other hand, we have:

Pr[1 « Expgﬁﬁ’;(q) |b=1] =

Pr[s «— Sg,,®,((Ir,: fr, (D), (IR, f&, (1)) : 1 = D(s)] .

When b = 1, the view that A uses as input for D is
computed as in the simulator S, ®,. Then the probability
that the experiment returns 1 (which is the probability that
b. = b = 1) is equal to the probability that the distinguisher
returns 1 on inputs computed as in the simulator. Finally,
we evaluate the probability that A wins the experiment, i.e.
b, =b:

Pr(1 — Exppyiic, ()]
=Pr[b = 0] - Pr{1 — Exppamcr () | b = 0]

+Pr[b = 1] - Pr[1 «— Exppap< () | b =1]

1
=3 -Prfs « VIEW%}%EZ (I): 0« D(s)]

+ 2 Bils S, m (1, i, (D). (I fr (D)) 2 1 D)
:% - Prfs VIEW%?’S;;Z (D) : 0« D(s)]

+ % . (Pr[s — VIEW%}’S;Z (D:1—D(s)] 6(’7))
:% - Pr[s « VIEW%}’S;;Z (I): 0 < D(s)]

+ % - % - Pr[s « VIEW%}’S;;Z(I) 10— D(s)] % -€(n)
_L,

2 2

We deduce the advantage of A:

pe 1 BB ()] - 5| = 2

Which concludes the proof by contraposition. |

LEmMA 6.7. There exist a probabilistic polynomial-time sim-
ulator Sp such that for all 1 = (Ip, Iy, Ir,, Ir,, Ip) we have:

Sp(lp, fp(I))

Proor. We build the simulator Sp presented in Algo-
rithm 4. The view of # contains the couple of ciphertexts
(k> yijk) sent by Ry and the answer z;j; that contains the
encryption of the multiplication of x;j; and y;j. Since x;jx
and y;jx are randomized by Ry, there are indistinguishable
to random ciphertexts in the P point of view. The view of
% also contains P’ = Epk, (P) encrypted by pk, that is sent
by R;. Finally, Sp((pk,,, ske), P) describes exactly the same

e

VIEW(;)RSP(I ).

distribution as VIEWS}:)RSP(I ), which concludes the proof. O
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Sk (P, L), (phy, 1))
for1<i<ado
‘ for 1 Sjsbdoaij<$—Zn;
for1<j<bdo
‘ for1 <k <cdo fj; <$—Zn;
M’ — (Epi, (@ij))1<i<a1<j<b 5
N" — (Epk, (Bjr)i<j<b,1<k<c s
for1<i<ado
for1<k<cdo
for1<j<bdo
(ijie» Sijies Lijik) < (Zn)*;
xijk < Epk, (@ij) X Epi, (riji) ;
Yije < Spk, (Bjk) X Epi, (siji) 5
Zjjk < 8pkp(tijk) ;
Uik = H?:l Zijk 5
VIEWR, = (M’, N',{(Xijk Yijk ) Zijk h<i<a,1<j<bi<k<c) ;

VIEWR, = ({Zijk}lsiSa,lstb,lSkSC, {uik}lsiga,lskgc) ;
return VIEW = (VIEWR,, VIEWR, ).

Algorithm 2: Simulator Sg, ®,-

7 CONCLUSION AND FUTURE WORKS

We have presented efficient algorithms for MapReduce ma-
trix multiplication that enjoy privacy guarantees such as:
none of the nodes storing an input matrix can learn the
other input matrix or the output matrix, and moreover, none
of the nodes computing an intermediate result can learn the
input or the output matrices. To achieve our goal, we have
relied on Paillier’s cryptosystem and we developed two dif-
ferent approaches: one resisting to collusions between nodes
(Collision-Resistant-Secure-Private) and an other which does
not require communication overhead (Secure-Private). We
have thoroughly compared these two approaches with re-
spect to three fundamental criteria: computation cost, com-
munication cost, and privacy guarantees.

Looking forward to future work, we plan to study the
practical performance of our algorithms in an open-source
system that implements the MapReduce paradigm. Addition-
ally, we aim to investigate the matrix multiplication with
privacy guarantees in different big data systems (such as
Spark or Flink) whose users also tend to outsource data and
computations similarly to MapReduce.
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A(pk,):
for1<i<ado

‘ forlsjsbdomijf—Zn;
for1<j<bdo

‘ for1 <k <cdo nj & Z;
M = (mij)i<i<a1<j<b
N = (njk)ISij,lﬁkSC ;
for1<i<ado
for1 <k <cdo
for1<j<bdo
(Uijk,Wijk) ‘$— (Zn)Z 5
Xijk < Spkp(vijk) 5
Yijk < Epk, (Wijk) 5
Oijk &y
zijk < Epk, (LRp(mij X njk, Oiji)) ;

b
Uik = Hj:l Zijk 5
for1<i<ado
for1 <j<bdo
s
Hijj — Zp ;
m;j — 8pkp(LRb(m,~j,,u,~,j)) 5
L= (Epk, (Mip)i<i<an<j<h 5
for1 <j<bdo
for1 <k <cdo
$
6j,k — Zn 5
iy < Epk, (LRy(njk, 8.k)) 5
N — (Epk, (njr))1<j<b1<k<c ;
VIEWR, = (M’, N', {xijk, Uijk- Zijk 1<i<a,1<j<b,1<k<c) 5
VIEWR, = ({Zijk}1si5a,13j5h,1sk3c, {uikhi<i<a1<k<c) s
b, < D(VIEWR,, VIEWR, ) ;
return b,.
Algorithm 3: Adversary A.

=

Center Franco-Indien Pour La Promotion De La Recherche
Avancée (CEFIPRA) through the project DST/CNRS 2015-03
under DST-INRIA-CNRS Targeted Programme.

REFERENCES

[1] Artak Amirbekyan and Vladimir Estivill-Castro. 2007. A New Efficient
Privacy-Preserving Scalar Product Protocol. In AusDM (CRPIT), Vol. 70.
209-214.

[2] M.Bellare, A. Boldyreva, and S. Micali. 2000. Public-key encryption in a
multi-user setting: Security proofs and improvements. In EUROCRYPT.

[3] Erik-Oliver Blass, Roberto Di Pietro, Refik Molva, and Melek Onen.
2012. PRISM - Privacy-Preserving Search in MapReduce. In PETS,
Vol. 7384. 180-200.

[4] Ronald Cramer, Ivan Damgéard, and Jesper Buus Nielsen. 2001. Mul-
tiparty Computation from Threshold Homomorphic Encryption. In
EUROCRYPT. 280-299.

Sp ((pk ,Skrp),P):

for1<i<ado
for1 <k <cdo
for1<j<bdo
s
(rijkvsijk) — (Zn)z ;
Xijk < 8pk[,(rijk) 5
Yije < Spk, (siji) 5
Zijk — 8pkp(rijk 'Sijk) 5
(Pik)<i<a1<k<c = P;
P« (8 : ) ;
pk”(pjk) 1<i<a,1<k<c

VIEW = ({(xijlwyijk)a Zijk}lsiSa,lstb,ISkSC,P’) ;
return VIEW.

Algorithm 4: Simulator Sp.

[5] I Damgérd and M. Jurik. 2001. A Generalisation, a Simplification and
Some Applications of Paillier’s Probabilistic Public-Key System. In
PKC. 119-136.

[6] Jeffrey Dean and Sanjay Ghemawat. 2004. MapReduce: Simplified Data

Processing on Large Clusters. In OSDI. 137-150.

Philip Derbeko, Shlomi Dolev, Ehud Gudes, and Shantanu Sharma.

2016. Security and privacy aspects in MapReduce on clouds: A survey.

Computer Science Review 20 (2016), 1-28.

Shlomi Dolev, Yin Li, and Shantanu Sharma. 2016. Private and Secure

Secret Shared MapReduce. In DBSec, Vol. 9766. 151-160.

W.Du and M.J. Atallah. 2001. Privacy-preserving cooperative statistical

analysis. In ACSAC. 102-110.

[10] Jean-Guillaume Dumas, Pascal Lafourcade, Jean-Baptiste Orfila, and
Maxime Puys. 2016. Private Multi-party Matrix Multiplication and
Trust Computations. In SECRYPT. 61-72.

[11] Craig Gentry. 2009. Fully Homomorphic Encryption Using Ideal Lat-
tices. In STOC. 169-178.

[12] Jure Leskovec, Anand Rajaraman, and Jeffrey D. Ullman. 2014. Mining
of Massive Datasets, 2nd Ed. Cambridge University Press.

[13] Qingkai Ma and Ping Deng. 2008. Secure Multi-party Protocols for
Privacy Preserving Data Mining. In WASA. 526-537.

[14] Travis Mayberry, Erik-Oliver Blass, and Agnes Hui Chan. 2013.
PIRMAP: Efficient Private Information Retrieval for MapReduce. In
Financial Cryptography and Data Security, Vol. 7859. 371-385.

[15] D.Naccache and J. Stern. 1998. A New Public Key Cryptosystem Based
on Higher Residues. In CCS. 59-66.

[16] Tatsuaki Okamoto and Shigenori Uchiyama. 1998. A New Public-Key
Cryptosystem as Secure as Factoring. In EUROCRYPT. 308-318.

[17] P. Paillier. 1999. Public-Key Cryptosystems Based on Composite De-
gree Residuosity Classes. In EUROCRYPT. 223-238.

[18] Kazue Sako. 2011. Goldwasser-Micali Encryption Scheme. In Encyclo-
pedia of Cryptography and Security, 2nd Ed. 516.

[19] Triet D. Vo-Huu, Erik-Oliver Blass, and Guevara Noubir. 2015. EPiC:
Efficient Privacy-Preserving Counting for MapReduce. In NETYS,
Vol. 9466. 426-443.

[20] I Wang, C. Shen, T. Hsu, C. Liao, D. Wang, and J. Zhan. 2008. Towards
Empirical Aspects of Secure Scalar Product. In ISA. 573-578.

[7

—

8

[t

[9

—



	Abstract
	1 Introduction
	2 Cryptographic Tools
	2.1 Paillier's Scheme
	2.2 Homomorphic Properties

	3 Matrix Multiplication
	3.1 Two MapReduce Rounds
	3.2 One MapReduce Round

	4 SP Matrix Multiplication
	4.1 SP Two MapReduce Rounds
	4.2 SP One MapReduce Round

	5 CRSP Matrix Multiplication
	5.1 CRSP Two MapReduce Rounds
	5.2 CRSP One MapReduce Round

	6 Security Proofs
	7 Conclusion and Future Works
	References

