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Cloud Computing

TN

» Small devices outsourcing complex computations

» No need maintain hardware



Private Oblivious Evaluation

Private Computation

» Health service

» Financial service

.
\/

Issue: correctness of result? privacy of data?
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Private Polynomial Evaluation Scheme (PPE)

O

X 7/ Server *_

(F().m)

Healthy Soilis a Sien:e.“




Contributions

Verifiable and Private Oblivious Polynomial Evaluation

1. Formal definition of VPOPE scheme and security framework
2. Design of a VPOPE scheme called VIP-POPE

3. Security proofs and comparison with existing PPE schemes
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PIPE vs VPOPE

() ()
B B
Company  Client Company
PIPE scheme VPOPE scheme



Comparison

VIP-POPE PolyCommitped PIPE Xia et al.
Setup size o(1) O(k) 0(1) O(1)
Key size O(k) O(1) O(k) O(k)
Verif. cost | O(3-log(q))+ D O(1) O(k -log(q)) | O(k -log(q))
Pairing Pairing free Pairing based Pairing free Pairing free
Assumption DL/DCR t-DDH DDH DL
Model ROM Standard ROM Standard
Privacy Yes No No No
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Outline

Security Models
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IND-CFA: IND against Chosen Function Attack

IND-CFA Experiment

— fo, A

_ b<&{0,1}
k times (skb,vkb) “f
ﬂ (f(t), w(skp))

if fo(x) = f(x)

t=E&(x)

LIM_



Unforgeability

UNF Experiment

ti = S(X,')

n times

(Skf, ka) «— f

ﬂ (f(ti), )

LIM D(f(t.)) # f(x.) and verif (x,, F(L.), m) = 1

(%, F(t), )




Client's Privacy-Indistinguishability (CPI)

Server

------------- i

Client Company

An adversary cannot distinguish two queries
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VIP-POPE Scheme
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Recall

Paillier Encryption

oKeyGen
» sk =(\p) where A\=lecm(p—1,q9 — 1),
-1
p = (L(g* mod n?)71) and L(x) = X

> pk =(G,g,n) where G = (g),[G| =n=pq

oEnc,k(m) = g™r" mod n? where r & 7%
eDecyi(c) = L(c* mod n?) - mod n

Homomorphic Properties

Ep(m) - Epr(m2) = Epr(m1 + my)

Epk(m1)™ = Epr(mimo)

LM~




Plaintext Equality of k Paillier Ciphertexts

t=(t1,...,tx) where t; = pk(xi) = tX ;r mod n?and tg=g.

DecPaillierEq

1. Prove: Pick p € Z} and s; € Zj,.

H(t)

up =t | s mod n? and vi=si-r " mod n

Witness w = p+ x - H(t) and proof 7y = (w, {u;, v;}X_,).




Plaintext Equality of k Paillier Ciphertexts

t=(t1,...,tx) where t; = pk(xi) = tX ;r mod n?and tg=g.

DecPaillierEq

1. Prove: Pick p € Z} and s; € Zj,.

H(t
up =t | s mod n? and Vi=Si-r ®) mod n

Witness w = p+ x - H(t) and proof 7y = (w, {u;, v;}X_,).
2. Verify: For each 1 </ < k, check

thy- v =u;- £H(

. mod n?
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VIP-POPE: Verifiable IND-CFA Private Oblivious Polynomial Evalution

f(x) = Zf:o aj - x'
The verification and secret keys corresponding to f

ske {a; = (ai + ri) - 51} o<i<k

vke {7y =s1 - 52_1 “rito<i<k

where r; & Z% and (s, s2) € (Z5)2.

The secret (s1,s2) is known to the company only.
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VIP-POPE: Verifiable IND-CFA Private Oblivious Polynomial Evalution

f(x) = Zf:o aj - x'
The verification and secret keys corresponding to f

ske {a; = (ai + ri) - 51} o<i<k

vke {7y =s1 - 52_1 “rito<i<k

where r; & Z% and (s, s2) € (Z5)2.

The secret (s1,s2) is known to the company only.

IND-CFA = attacker does not know if {(aj,~i)}o<i<k is
related to fy or 4




Idea

» Computation
K
y = Z aj X
i=0
k
y' = Zai - x!
i=0

» Verification
!

(b (7)o = b

Recall : {Oz,' = (a,- + I’,') . 51}0§i§k and {’y,' =51 - 5{1 . ri}ogigk
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VIP-POPE Scheme

A PPE scheme is composed of following algorithms:
. setup
. init

. keyGen

. compute

1

2

3

4. queryGen
5

6. decrypt
7

. verif

LIMOS ' =



VIP-POPE Scheme

setup(n)

» Group G of prime order g with a generator h
> (s1,5) < (Z%)?
» Return pub = (G, g, h, h*t, h*2),sec = (s1, 5p)

init(Zgq, f, sec)

> f(x)= Zf'(:o aj - x' where a; € Z,

> For 0 </ < k, pick r; & Zz and compute

-1
ai=(ai+r) st and yi=s1-5"-r

‘o, , » Return (sks : {ai}to<i<k, vkr : {aito<i<k)
LMoo




VIP-POPE Scheme

LIM

keyGen(n, pub, k)

» Returns Paillier key pairs (pk, skc) for the user ¢

queryGen(pke, x, k)

> For 0 < i < k, computes t; = Spkc(xi)

» Returns t = (pke, {ti}i<o<k) along with the proof 7 of
equality of plaintext using proofFaillierEa

compute(t, 7¢, f, skf, pub)

> Verify 7; using verifyPaillierEa
k k

» Compute d = Htf" and 1y = Ht,-a"
i=0 i=0

» Return (d,7g)




VIP-POPE Scheme

decrypt(skc, d)

» Decrypt d as y = Dg (d) mod g
> Return y

verif(x, ske, pub, y, w4, vkr)

k

» Compute y’ = Dy (m4) mod g and z = ny,- X!
i=0

> Verify

!

(hy - (h=)° =

o 01
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PIPE Scheme

Theorem

VIP-POPE scheme is IND-CFA-secure scheme.

Theorem

VIP-POPE scheme is CPl-secure under Decisional Composite
Residute DCR assumption.

Theorem

VIP-POPE scheme is UNF-secure under the DL assumption.
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Experiments
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Experiment

» System: 64-bit PC with Intel Core i5-6500 CPU @ 3.2 GHz
and 4 GB RAM

» Platform: SageMath 8.1

> Parameters: p, g are 1024 bit primes and qg; is 160 bit prime
such that ¢ =2q19+ 1 is a prime
n=pq and f € Z4[X]



Experiment : Verification cost comparison
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Conclusion
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Contributions

Verifiable and Private Oblivious Polynomial Evaluation

1. Formal definition of VPOPE scheme and security framework
2. Design of a VPOPE scheme called VIP-POPE

3. Security proofs

4. Better than existing schemes



Future Works

» Multivariate Polynomial with inputs from different users

» Generalization to other functions



Thank you for your attention.
Any questions?

pascal.lafourcade@uca.fr
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