Secure Grouping and Aggregation
with MapReduce

Radu Ciucanu Matthieu Giraud
Pascal Lafourcade Lihua Ye

L|M0$ T
Auvergne
28 July 2018

SECRYPT, Porto

L

1/27



Example of Grouping and Aggregation

| Name | Department | Salary |
Alice | Computer Science | 1900
Bob Mathematics 1750
Mallory | Computer Science | 1800
Oscar Physics 2000
Carol Mathematics 1600
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Example of Grouping and Aggregation

| Name | Department | Salary |

Alice | Computer Science | 1900

Bob Mathematics 1750

Mallory | Computer Science | 1800

Oscar Physics 2000

Carol Mathematics 1600
] Department | COUNT | SUM | AVG | MAX | MIN |
Computer Science 2 3700 | 1850 | 1900 | 1800
Mathematics 2 3350 | 1675 | 1750 | 1600
Physics 1 2000 | 2000 | 2000 | 2000
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MapReduce

» Partitioning input data

» Scheduling program execution

on machines
» Performing the shuffle
» Handling machine failures

Programmer gives:

» Input files
» Map and Reduce
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Grouping and Sum with MapReduce

& [ Name [  Department | Salary |
Data owner User Alice | Computer Science | 1900
] D Bob Mathematics 1750
Mallory | Computer Science | 1800
M R P Oscar Physics 2000
Carol Mathematics 1600
D
Dep t’SUM(SaIarY)( ) | Department [ Salary |
Computer Science | 1900
. Mathematics 1750
Map: ) Computer Science | 1800
M = R: {(7pept(t), Tsatary () } 1ep Physics 5000
Mathematics 1600
Reduce: [ Department [ SUM |
Input: (key, values) Computer Science | 3700
sum =} T (1) Mathematics 3350
mept(1)Evalues ” Salary Physics 5000

R — P : (mpept(t), sum).
LIMOS | sy o e
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Security Model

Cloud is honest-but-curious

C

Data Owner —>

Security properties

» Secrecy of (Jand f(5)
» User queries f({)) but cannot learn (]
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Contributions

Secure MapReduce Algorithms:

> COUNT
> SUM
> AVG
> MAX
> MIN

Secure Private Approach

» Cloud nodes do not learn ]
» Cloud nodes do not learn f()
» User does not learn [

6/27



Outline

Cryptography
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Pseudo-Random Permutation

f:{0,1}" x {0,1}° — {0,1}™

» Deterministic
» Result indistinguishable from a random
» Not inversible

Notation: Data owner picks a key k and uses f(m)
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Fully Homomorphic Encryption (Gentry 2009)

Perform ANY computations on encrypted data

\V/f, VX,', f(gk(X1 ) ..... gk(Xn)) = 5k(f(X1 ..... Xn))

» Not yet efficient enough
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Partial Homomorphic Encryption

Paillier's Cryptosystem (1999)

» Public Key encryption
> Probabilistic encryption

> 5pk(x +y)= 5pk(X) : 5pk(Y)

Epk(x - ¥) = (Epr ()
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Oder Preserving Encryption

Agrawal et al. Cryptosystem (2004)

Let ¢1 = E(my) and ¢ = Ek(mo)

if my < mothency < ¢

» Symmetric encryption
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COUNT, SUM and AVG

Preprocessing on data

» All data are encrypted with Paillier with pky

> All data d have f,(d)

[Name | Dept | Salary ] [ Name [ Dept [ Salary |
= 5T 7500 () Epi, (A) 7(CS), €0, (C9) 7(1900), £, (1900)
5 Malh | 7750 | _ | (B Epk,(B) | T(Math). €, (MaIH) | T(1750), Epiq, (1750)
] CS_|_1800 T (M),E pre,, (M) 7(CS), £pi,,(C9) % (1800), ,,, (1800)
<] Phy 2000 (0),€pk,, (O) Tk (Phy), Epk,, (Phy) 1(2000), Epx, (2000)
c Math | 1600 1 (C).Eok (C) | T(Math), Epk, (Math) | 7 (1600) , Epk,,(1600)

10lg
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Secure Private COUNT

ok (O) | T(Py), €, (Phy) | 1(2000), £15,,(2000
ot (C) | Tu(Math), &y, (Math) | 1(1600) , £, (1600)

Name Dept Salary (fk(CS) (SpkU(CS) gpku(” (Eky (CS), €ty (2))
1A B (@) |_T(CS), Epy(CS) | l1800), £, (1900) | (f(CS), (Epk, (CS) Epry(1))) v v
7(B) Lo (B) | TelMath), Epk, (Math) | 5 (1750), Epr, (1750) (fe
A (1800), £p4,,(1800) (

)
(4

(
(Math), (Epx,(Math), Epk, (1)) (Epwy(Math), €41, (2)
(Math), (Epk,(Math), Epk, (1))

i )

)
):Eok,(M) | #(CS), £, (CS)
) PhY), Epry (PRY), Earg (1) PP (1)

YA, counT(x) (D)

Map:
M = R {(mafk(t), (ma&pry (1), Epky (1)) } e

Reduce:

count = gpku(szk(t)evalues 1) = HwAfk(t)evalues 5Pku(1)
R — P : (ma&pk,(t), count).
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Secure Private SUM

Name Dept Salary

f(CS), (Epk,,(CS), Epk, (1900
o T | 709 (05T [ A0 (0007] (fca) 2 cy oPelam)

(
A), (1(CS), (Epk, (CS) Epk, (1800)))
B).Epk,(B) | T(Math), &y, (Math) | #(1750), £k, (1750) £ (Math) (£ (Math). €. (1750 c ‘
fk(M; %EM; [fk((PChS;, t‘mﬁgf)) ;kg18°°;vgﬂkvg‘8°°; EI:EM:M} EgZﬁ“EMim} 52?21600;;; et
£, (O V), o (PR 2000), £,k,(2000 Lo P P Eoky (PHY), Enky
fk(C)gZ:U(C) fkaafh)xfz:u(Mam) f:(1soo),g‘:,kku(1600) (f(Phy), (Epky(Phy), Epk,(2000))) (Epku(PhY), €01, (2000))

(Epky (CS), Epk, (3700))

Yasums)(D)

Map:
M = R {(mafe(t), (ma€pr, (1), 78Epky (1)) }1cp

Reduce:

sum = gpku(szk t)evalues ma(t)) = HﬂAfk(t)evalues 8Epky (1)
R—P: (WAgpkU(tS, sum).
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Secure Private AVG

Yanava(s)(D)
Map:
M= R: {(TFAfk(t), (FAgpkU(t)y 7rngku(t)v gpku(1 )))}teD
Reduce:

count = gpkU(Zﬂ-Afk(t)gva/ues 1) = HnAfk(t)evalues EPKU(1)
sum = gpku(szk t)evalues ma(t)) = rLTA”k(f)GV"i/UGs m8Epky (1)

, (sum, count)).
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MIN & MAX

Preprocessing on data

» All data are encrypted with OPE with a shared key Kpy
> And encrypted with the public key of the node pkc
> All data d have f,(d)
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Secure Private MIN

Name

Dept

7(A)ExglA) | K(CS), Egy(CS)

f(B),Ekyy(B) | f(Math), Ey,,(Math)

1(M),Exp (M) | 1(CS), Ey, (CS)

#(0).Ei(0) | 1(Phy), Exy,(Phy)

£(C),Ekp, (C) | f(Math), Eg,,(Math)

Map:

M= R: {(TI'Afk(t

Reduce:

M= minﬂ'A fk(t)e values Dskp (1)

Salary (fc(CS), (Eky(CS), Eiy, (1900)))
(Evo(CS), vy, (1800))
mggg;?gggg; (£(CS), (Expy(CS) Ekw(1soo) : i
fk(1800)1 Ekw(1800) (fx(Math), (Ey,,(Math), Ex,,(1750))) (Eip (Math), Ex,,(1600))
f:(2000>: E:W(ZUOO) (fe(Math), (Eyi,(Math), Eiy, (1600))) (Exoy(PhY), Eiy,y (2000))
7(1600) , Equi600) | (k(PhY), EKDU(P’WL E1, (2000)) oot B
Yamin) (D)

), (ma&pk, (), T8(1)))

R—P: (WAgpkU(t)y M).
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Security

The SP-SUM, SP-COUNT, SP-AVG, SP-MIN, and SP-MAX
protocols securely compute the grouping and aggregation
in the ROM in the presence of honest-but-curious adversary
even if cloud nodes collude.
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Combiners and Improvements

COUNT SUM AVG

» Map can perform some aggregations

MAX & MIN

We can split it into 2 rounds to counter possible frequency
attacks against OPE
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Performances of COUNT, SUM & AVG

650
590
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470
410
350
290
230
170

Seconds

e—e—e Avg without combiner
» o -» Avg with combiner
A—a—4a Sum without combiner
4--4..& Sum with combiner
m—=—u Count without combiner
w - wm Count with combiner

110 ¥

50 q
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Performances of MIN
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Conclusion

» Secure-Private MapReduce:
COUNT, SUM, AVG, & MAX MIN

» Using Paillier and OPE
» Honest-but-curious adversay

» Combinaisons of COUNT, SUM, AVG, MAX & MIN
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Questions?

LiMbs pascal.lafourcade@uca.fr
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