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Asynchronous Messaging Protocols

Alice Bob

» Asynchronicity
» Mutual authentication

» Perfect Forward Secrecy (PFS) .’"—\‘,
> Post-Compromise Security (PCS) }_/’

> .

~—
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PFS ! and PCS 2

PFS:

PCS:

compromise

i >

compromise
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LChristoph G Giinther (1990). “An Identity-Based Key-Exchange Protocol”. In: Advances in Cryptology —

EUROCRYPT '89
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Description of Signal
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Stage Definition

W w

Chain 1 Chain 2 Chain 3
1. Hello 1. Good, and you? 1. Great!
2. How are you?

Stage (1,1): “Hello*
Stage (2,1): “How are you? *
Stage (1,2): “Good, and you? *

Stage (x,y): x™ message of chain y
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Stage flow in Signal
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Ratchet Algorithms

ratchet: PFS

ck;

KDF ck,

T

mk;

Asymmetric ratchet: PCS

DH;

rky KDF tko

KDF

DH,

KDF

cks

mk,

rk3

ck,



Double ratchet algorithm

cky
mk;
ck)
!/
1

mk
Asymmetric + Symmetric

KDF
KDF

Double ratchet

e |
DH;
DH;,
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Registration - Setup

ipkg, prekg

'@ ipka, preka

ika, prek 4

'm “| want to talk with Bob"

(eka, Epk,) ipkg, prepkp

X3DH:
ek,q

ms := (prepk)™||(ipkg) || (prepks)

10/29



Key Schedule of Signal

X3DH
DH(rchiy", prepls) [ KDF, ——+| k! [ KDF i ——|®! k! Q@
\
e

DH(rchk Rehpk?) |+ KD t——] 2| KDF [ | KDF

3 Q
o )

3 o)
o [N}

DH(rchk§;?, RehpkS;®) | KDF o3 {KDF

7]
3 Q
w w
3 [a)
» w
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Example of attacks
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Passive attack

Keys revealed: rchkg\’:l and rkj

X3DH
[rla]
DH(rehkG Rehply?) |-+ KD F-——| ek |l KDF ] 2 |- KDF k2
\mkl,z \mkz,z
tnié]
o2 N sl oo 23]
DH(rchkg®, Rchpk )‘ KDF ck : KDF : ck
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Passive attack

Keys revealed: rchkg\’:l and rkj

X3DH
DH(rchKj", prepks) [——: KDF i——|ck! [+ KDF i——+| ck®! |+ KDF ——| ck®
[
DH(reh}, Rehpks?) |—— KDF —— ek |—— KDF ——{ ek |—— kDF ——{o?2
tnié]
DH(rchk%? Rchpk$?) } 'KDF fekt3 ] { KDF : fek23 ]

13/29



Passive attack

Keys revealed: rchkg\’:l and rkj

X3DH
DH(rchiy" prepks) [ KDF, | ek [+ KDF ;| ck®! | KDF {——[ k™!
[r]
DH(rchi, Rehpk;®) [ KD - ek 2|+ KDF {2}/ ikbF -——[ck?
tmp |
o3 e R R 23]
DH(rchkg", Rehpk,™) | : KDF : ck : KDF : ck
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Active attack

Key revealed: rk;
Key replaced: rchk%’2 — rchkg’2

e e e Q@

d "

e R e B O 2"' ¥
tmE

DH(rchk%?, Rehpk%?) } KDF k3] { KDF : k3]
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Active attack

Key revealed: rk;
Key replaced: rch

0,2 0,2
kg~ — rchk;

DH(rchkoA’l7 prepkg)

DH(rchk%?, Rchpk$?) }

\
]
o vor R or—
e e
tmE
8 o
rko
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Active attack

DH(rchkoA’l7 prepkg)

Key revealed: rk;
Key replaced: rchk%,’2 — rchkg’2
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MARSHAL protocol
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MARSHAL key schedule

Ox,y = SIGNg (Ty_1||Rchka’y)
aiall 2]l
DH(ipkgg, rchk™) DH(ipk g, rchk®!)

DH(rchk®*, prepkg) KDF ekt KDF \ k31 Q@

o1 02,
DH{(ipk 4, rchk!?) DH(ipk 5, rchk?2)
DH(T,, ika)l [oi2] ) ¢
DH(Ty,iks) k™| Q@
| 23|
DH(ipkgg, rchk™3) DH(ipkg, rchk?2)
DH(T,,ikg)]| %) '
DH(Tka) 1) @
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MARSHAL key schedule

Ox,y = SIGNg (Ty_1||Rchka’y)

1
1 X3DH oual o
| DH(ipkgg, rchk™) ' DH(ipkg, rchk®*)
| l !
! |
U [ DO, prepk) |+ KD (ot e [aet]
| 01 prepk KDF K1t KDF : ck?t ck Q
1 | DH(rehk™, prepkg) —— KDF : Sl AT ! ~ y
‘ ]
! mkt | mk*
= !
o1 02,
DH(ipk 4, rchk™?) DH(ipk 4, rchk®?)
DH(T,, ika)l 2 . ¢
DH(T,, iks) [
| 23| s
DH(ipkgg, rchk™3) DH(ipkg, rchk?2)
DH(Ty, ikg)| 13 '
DH(T,ika) — KPE: ck @
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MARSHAL Registration and 1°* message

Alice (ika, ipkg, prepkg, ephpkg, Tg) Bob (ikg, ipk,, prekg, ephkg, Ty )

Session initialization: initiator Alice, responder Bob.

ekA,rchko’l, tl,rt:hkl’1 & Zg;

Ty =g" Epky = g

Rchpk®! = grchko’]A Rchpk!! = grchk“

ms = prepkiy*||ipk*|[prepkiy”||ephpkgs
rchk®!

ekt = HKDF (prepkys " ||ms)
(ck®!, mk™!) = HKDF(ck™ | ay,1|(ipkg) ™" )

First message: stage (1,1), Alice is the sender, Bob, the receiver.

ADy—1 = Epk|lipka|lipkg||prepks]|
ePthBHToHRCthO'lHT1

AD1,1 = (1, 1)||Rchpk1‘lH<71_1 c;;l.SIGNskA(q,l).
Ka,STGNy., (pk
¢1,1 = AEAD.Enc 1.1 (My 1; ADy||ADy 1) PA—kA(pA)> Verify signature on pka and o011

ms = ipkly ™| |Epk}y? | Epk; | Epkiy "™ ®

kit = HKDF((RChpkO‘I)prekBHms)

(ck®?, mk™!) = HKDF (ck™, oy 1]|(Rchpk!)s)
My 1 = AEAD.Decaa(cr1).
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MARSHAL Communication

Ox,y = SIGNg (

Ty—1|

|Rchpk™)

a2l
DH(ipkg, rchk?1)

023”

DH(rchk®, prepkg) ckh?
e .
I
I
I
I
I
|
DAL k) ]
| DH(T,,ikg) [
I
I
I
DH(T,.iks)]| 7]
DH(Ts,ika) =
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MARSHAL Communication

(™" message: stage (¢, 1), Alice is the sender, Bob, the receiver.
rchk’t & ZLq, set Rehpk®?! = g'Chk“
p 2,1
(ck“"1 mk“) = HKDF (ck“L, 7,1 lipkis™ )
ADgy = (£,1)|[{Rechpk b1 <i<elloe Ce1, STAN i (ce.1),

ka,SIGN; k,
C1 = AEAD.Enkai,l(M@,l;ADlHADLl) ”—W>

Verify leftover signatures
(k™ mk®t) = HKDF(ck®, 0 1[|(Rchpk“!)ke )
M[J = AEAD.Dekaf,l(CLl).

Switching speakers: Bob comes online and begins a new ratcheting chain.

ty, rchk'? & Zg; T, = g", Rchpk!? = g"“h"l’2

ck!? = HKDF( T,™#||ipk,* )

(ck?2, mk*2) = HKDF (ck!?, a1, (ipka) ™" )
Bob’s message, stage (1,2): Bob is the sender, Alice is the receiver.

ADy—> =T,

12,810 (c2),  AD1a = (1,2)]|Rchpk!?||oy 2

kg, SIGNy, (pk
Verify signature on pkg and o1 w €12 = AEAD.Enc1.2(My 2; AD>||AD )

ck™? = HKDF ((ipk)" ||(T,)**) _
(ck®2, mk'?) = HKDF (ck"?, 0 o|(Rchpk-2)i1)
Mo = AEAD.Dekam(CLz)
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Passive attack

DH(rchk®?, prepk )

DH(T,ika)]|
DH(T,, ikg)

o

DH(T,,ikg)||
DH(T3,ika)

ol

DH(ipkg, rchk™!)

a21]|
DH(ipkg, rchk®1)

Key revealed: T,

e I
o012l 02,
DH(ipk 4, rchk®?) DH(ipk 4, rchk??)
k2 { KDF : ck?? { KDF : ck>?
o3l 02,3l
DH(ipkg, rchk®?) DH(ipkg, rchk??)
ok
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Passive attack

DH(rchk®?, prepk )

DH(T,ika)]|
DH(T,, ikg)

o

DH(T,,ikg)||
DH(T3,ika)

il
DH(ipkg, rchk™!)

o21]|

Key revealed: T,

DH(ipkg, rchk®*)
e e Gl e 2 N P
\mklyl \

02,||

KDE: ok*?
a23]|
DH(ipkg, rchk??)

20/29



Active attack

DH(rchk®?, prepk )

Key replaced: T, = T3

o1l 24|
DH(ipkg, rchk™!) DH(ipkg, rchk®*)
k! {KDF k! { KDF : ckt
\ \
o012l 02,||
DH(ipk 4, rchk®?) DH(ipk 4, rchk??)
k! 2 | KDF ok?? | KDF o2
o1l 023]|
DH(ipkg, rchk®?) DH(ipkg, rchk??)
ok ck??
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Active attack

Key replaced: T, = T3

o11l| o21]|
DH(ipkg, rchk™!) DH(ipkg, rchk®*)

DH(rchk®?, prepk) : ; \ ) \ k3t w

22|
DH(ipk, rchk®2)

&

a23|
DH(ipkg, rchk??)
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Security Analysis
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Model

Our model is close to Cohn-Gordon et al. 2017 and Blazy et al. 2019 but stronger:
> PCS is explicit: we design a indistinguishability game between A4 and C;

» Trivial attacks are ruled out: MARSHAL is secure but not Signal;

> We add Message-Loss-Resilience (MLR) notion;
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Security Proof

If the GDH assumption holds, if the signature scheme is EUF-CMA-secure, then MARSHAL
is PCS-AKE secure in the random oracle model (we model the two KDFs as RO1, ROs).
In addition, MARSHAL is MLR-secure.

» The proof is not tight;
» No technical problem but trivial attacks are ruled out;
» Active adversary is handled.
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Implementation
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Proof-of-concept

Implementation of MARSHAL in Java.
Results are the mean result (in ms) over 1000 executions:

] Test H Signal \ MARSHAL \
Session Setup 3.856 6.924
Message (1,y) || 1.284 5.082
Message (¢,y) || 0.06 1.512

> Session setup: registration and encryption/decryption of first message;

> Message (1,y): first message of a new chain;

> Message (¢, y): same speaker adding a new message.
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Conclusion

We propose an improved Signal protocol toward PCS:
1. Asymmetric ratchet for each stage (passive A);
2. Persistent authentication for each stage (active A).
3. Overhead larger but the global evalutation remains practical.

» Improving the memory management;
» Design a multi-party MARSHAL;
» Propose a unified model to compare PCS protocols.
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Thank you for your attention, questions ?
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