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] Name \ City ‘ ] Name \ Disease ‘
Alice | Montreal o Alice | Diabetes
Bob London Bob Flu
Cesar Tokyo Bob Cancer

] Name \ City \ Disease ‘
Alice | Montreal | Diabetes
Bob London Flu
Bob London Cancer




Cascade Joins

[ Name |  City |

R = Alice Montreal
Bob London
Cesar Tokyo

| Name | Disease |

R, — Alice Diabetes
) =
Bob Flu
Bob Cancer

| Disease | Specialist |

R3 =[ Cancer Hopkins
Diabetes Jude




Cascade Joins

[ Name [ City |
Ry — Alice Montreal
=
Bob London Rix Ry, =
Cesar Tokyo [ Name [ City [ Disease |
Alice Montreal | Diabetes
l Name [ Disease l Bob London Flu
- Bob London Cancer
R, — Alice Diabetes
) =
Bob Flu
Bob Cancer

| Disease | Specialist |

R3 =] Cancer Hopkins
Diabetes Jude




Cascade Joins

[ Name [ City |
R = Alice Montreal
Bob London Ry Ry =
Cesar Tokyo [ Name [ City [ Disease |
Alice Montreal | Diabetes
l Name [ Disease l Bob London Flu
- - Bob London Cancer
R, — Alice Diabetes
) =
Bob Flu
Bob Cancer (Ry <1 Ry) < Ry =
[ Name | City | Disease [ Specialist |
| Disease | Specialist | Alice | Montreal | Diabetes Jude
R3 =[ Cancer Hopkins Bob London Cancer Hopkins
Diabetes Jude




Hypercube Joins

Relation Ry:
m t; = (Alice, Montreal)
m tr = (Bob, London)
m t3 = (Eve, Tokyo)
Relation R»:
m t; = (Alice, Diabetes)
m t5 = (Bob, Flu)
m tg = (Bob, Cancer)
Relation Rj:
m t; = (Cancer, Hopkins)
m tg = (Diabetes, Jude)
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MapReduce

Input 1
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m Partitioning input data

m Scheduling program execution
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Joins with MapReduce

n relations = n — 1 MapReduce rounds

Public Cloud User's Domain




Joins with MapReduce

Hypercube Joins

n relations = 1 MapReduce round

Public Cloud User's Domain

User

Ri, R, R3 — E

R1\><1R2[><1R3




Security Model

Cloud is honest-but-curious
Ri,....R,

Data owner ————»

> R;

—> User

Security properties

m Secrecy of Ry,..., R, and x; R;

m User queries i<; R; but cannot learn Ry, ..., R,



Contributions

Secure MapReduce Algorithms

m Cascade

m Hypercube

Secure-Private (SP) approach

m Cloud nodes do not learn Ry, ..., R,

m Cloud nodes do not learn <i; R;

Collision-Resistant-Secure-Private (CRSP) approach

m Prevent collision between cloud and user
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Cryptographic tools



Pseudo-Random Function

f:KxD—=R

m Deterministic

m Indistinguishable from a random function

fx(m) = f(k, m)




Public-Key Encryption

m (pk, sk) < G(X)
m ¢ Ep(m)

B m< Dsk(c)
Dsk(Epk(m)) = m

{m} = Ep(m)




Outline

Secure Joins with MapReduce



SP Preprocessing

Ahame) | {Name} |_{Giy}
Ry = Alice Montreal = R= fi (Alice) {Alice} {Montreal }
Bob London fx (Bob) {Bob} {London}
Cesar Tokyo fi (Cesar) {Cesar} {Tokyo}
[ fc(Name) [ f;(Disease) | {Disease} |
Ry, —| Alice Diabetes = Ry=| fk(Alice) fi (Diabetes) {Diabetes}
Bob Flu fx(Bob) fic(Flu) {Flu}
Bob Cancer fx(Bob) fi(Cancer) {Cancer}
[ Disease [ Specialist | [ fi(Disease) [ {Specialist} |
R3 =[" Cancer Hopkins = Rz =[" f(Cancer) {Hopkins}
Diabetes Jude fx (Diabetes) {Jude}




SP Cascade (R b Ry) >a R

fi(Name) | {Name} {City} fi(Name) | fi(Disease) | {Disease} Fu(Disease) | {Specialist]
fi(Alice) | {Alice} | {Montreal} fi(Alice) | fi(Diab.) | {Diab.} -
fi(Bob) | {Bob) | (Londan} || fuBob) | A(Fw) | (Fu) | ) ) | o)
fi(Cesar) | {Cesar} {Tokyo} fi(Bob) | fi(Cancer) | {Cancer} k -




SP Cascade (R b Ry) >a R

fi(Name) | {Name} {City} fi(Name) | fi(Disease) | {Disease} Fu(Disease) | {Specialist]
fe(Alice) | {Alice} | {Montreal} fi(Alice) | fi(Diab.) {Diab.} =
;k(Bob) {Bob} | {London} | fk}<(Bob) kfk(FIu) {Flu} > fkf((csgfg) {l-{ijﬁzlen}S}
fi(Cesar) | {Cesar} {Tokyo} fi(Bob) | fi(Cancer) | {Cancer} k =

[ A(Name) [ {Name} [ {City} | [A(Name) ] fi(Disease) | {Disease} | ‘ Fu(Disease) ‘ Specialist] ‘
fx(Alice) | {Alice} | {Montreal} fi(Alice) fi(Diab.) {Diab.} -
Bob) | (Bob) | {London} || A(Bor) | P | (Fup | ) [ AlConcen T (Honkina]
fi(Cesar) | {Cesar} {Tokyo} f.(Bob) | fx(Cancer) | {Cancer} k :




SP Cascade (R b Ry) >a R

fi(Name) | {Name} {City} fi(Name) | fi(Disease) | {Disease} - —
fe(Alice) | {Alice} | {Montreal} | | fi(Alice) | fi(Diab.) {Diab.} filDisease) {Spema-llst}
fi(Bob) | {Bob} | {London} f(Bob) | fi(Flu) {Flu} > | fi(Cancer) | {Hopkins}
fi(Cesar) | {Cesar} {Tokyo} fi(Bob) | fi(Cancer) | {Cancer} fi(Diab.) ude}

[ f(Name) [ {Name} [ {City} | [ A(Name) ] fi(Disease) | {Disease} - —
fx(Alice) | {Alice} | {Montreal} > fi(Alice) fi(Diab.) {Diab.} | ‘ fi(Disease) ‘ {Speua'llst} ‘
fi(Bob) | {Bob} | {London} f(Bob) f(Flu) {Flu} >| fi(Cancer) | {Hopkins}
fi(Cesar) | {Cesar} {Tokyo} f.(Bob) | fx(Cancer) | {Cancer} fi((Diab.) {Jude}

[ fi(Name) [ {Name} [ {City} [ f(Disease) | {Disease} | i Shecial

fu(Alice) | {Alice} | {Montreal} | 7.(Diab) | {Diab ] LA ) | {Specalist} |

f(Bob) | {Bob} | {London} | fu(Flu) (Flu} N‘ fk Cancer) | {Hopkins}

fi(Bob) {Bob} {London} | fi(Cancer) | {Cancer} (Diab,) {Jude}




SP Cascade (R b Ry) >a R

fi(Name) | {Name} {City} fi(Name) | fi(Disease) | {Disease} Fu(Disease) | {Specialist]
fe(Alice) | {Alice} | {Montreal} fi(Alice) | fi(Diab.) {Diab.} =
;k(Bob) {Bob} | {London} | fk}<(Bob) kfk(FIu) {Flu} > fkf(cs."fr) {Hopkins}
fi(Cesar) | {Cesar} {Tokyo} fi(Bob) | fi(Cancer) | {Cancer} (Diab.) {Jude}

[ A(Name) [ {Name} [ {City} | [A(Name) ] fi(Disease) | {Disease} | ‘ Fu(Disease) ‘ Specialist] ‘
Te(Alice) | {Alice] | {Montreal} %(Alice) | f(Diab) | {Diab.} :
f(Bob) | (Boby | (London) || FiBon) | () | qmm | ) fkf(cDa_”ce') {Hopkins}
fi(Cesar) | {Cesar} | {Tokyo} f(Bob) | fi(Cancer) | {Cancer} (Diab.) {Jude}

| f;k((NATiT:)) ‘ {{R/I\Tir::f ‘ {w;{ocni:jm} ‘ fkfzi;izsf) ‘ {{DEZT? ‘ [ f(Disease) [ {Specialist} |
f(Bob) | {Bob} | {London} | A(Fl) | {Flu} N‘ il CDa”Te' {ijsi”s}
fi(Bob) {Bob} {London} | fi(Cancer) | {Cancer} = {Jude}

[ fc(Name) | {Name} [ {City} [ fi(Disease) | {Disease} | {Specialist} |
fx(Alice) | {Alice} | {Montreal} | f.(Diab.) {Diab.} {Jude}
fi(Bob) {Bob} | {London} | fi(Cancer) | {Cancer} | {Hopkins}




SP Cascade

Map function
If i=1: emit (FQ{ng(t)’ (Ql, tr))

Else: emit (WQW{H(Q, (Ris1, tq)>

Reduce function
If i # n—1: emit (WQ:f+1lef+2(t, X tq), tr X tq)

Else: emit (t, X tq,t, X tq)




SP Hypercube

Relation Ry:

m t; = (fx(Alice), {Alice}, {Montreal})

m tp = (f(Bob), {Bob}, {London})

m t3 = (f(Eve), {Eve}, {Tokyo})
Relation Rj:

m ty = (fi(Alice), f,(Diab.), {Diab.})

m t5 = (f,(Bob), fi(Flu), {Flu})

m tg = (f;(Bob), fy(Cancer), {Cancer})
Relation Rj3:

m t7 = (fi(Cancer), {Hopkins})

m tg = (f;(Diab.), {Jude})

Disease

fi (Cancer)

f.(Diab.), fi(Flu)

(R, t1) (Ru,t2)
Ry, R,
( 1 t3) ( 3 t7) (Rz,.) (R3,t7)
(0,1) (1,1)
(Ri,t1)  (Ri,12)
(Rit3) (R, ) |(Ro [ (Ra. 1)
(R3, t5)
(0,0) (1,0)
N fi (Eve) fi (Alice), fk(Bob)J

~—
Name



SP Hypercube

emit ((hl(ﬂxlf(tr)), o ha(me (1)), t,)

Reduce function

emit (t,t)




CRSP Approach

H —— ( Public Cloud )]—| Proxy | —— 2

Data owner User

Epkp({m}) = Epkp (Epiy (M)



CRSP Preprocessing

[Name |Gy FiName) | Epp((Name]) | Epip ({5}
Ry = Alice Montreal =~ A= fi (Alice) £ka({AIice}) ka({MontreaI})
Bob London f (Bob) Epkp({Bob}) ({London})
Cesar Tokyo fi (Cesar) Epkp ({Cesar}) Epkp({Tokyo})
[ Name | Disease | [ f(Name) [ fi(Disease) [ Epx,({Disease}) |
Ry = Alice Diabetes = A= fi (Alice) fx (Diabetes) ka({Dlabetes})
Bob Flu fx(Bob) fic (Flu) pkp({Flu})
Bob Cancer fx (Bob) fx (Cancer) Epkp ({Cancer})
[ Disease [ Specialist | [ fx(Disease) [ &pk, ({Specialist}) |
R3 =[" Cancer Hopkins = Rz =[ f(Cancer) ka({Hopkms})
Diabetes Jude fx(Diabetes) Epkp ({Jude})




Outline

Security & Performances



Performances

AMinutes

= o e« CRSP Cascade

+- 4.2 CRSP Hypercube

@ o ¢ SP Cascade

a+ » a SP Hypercube .
e—e—e Cascade R
+——a Hypercube :

660

1,036 1,412 1,788 2,164

Number of tuples

Hadoop implementation

m 1 master + 3 data nodes
m 4/2 CPUs @ 2.4GHz
m 8/4Gb RAM

Higgs Twitter dataset
RSA-OAEP 2048 bits
AES-CTR 128 bits



Outline

Conclusion



Conclusion

m Secure Cascade and Hypercube algorithms (SP & CRSP)
m Honest-but-curious adversay

m Practical implementation

m Avoid leakage on same values

m Security in standard model

m Cloud-User Collision resistant without trusted-third party



Thank you for your attention!

Any questions?

Montreal by Pascal Lafourcade (flickr.com/pascalafourcade).

email matthieu.giraud@uca.fr

web http://sancy.univ-bpclermont.fr/~giraud/
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