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Cryptocurrency Innovations:
EcoMobiCoin for Green Behavior
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Sumerians around 3,500 BC
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What is money?

» Intermediary and means of exchanging goods and services between individuals
> Reserve of value

» Unit of account
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Several currencies
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Principle : Central Bank
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Principle : Central Bank
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Principle : Central Bank
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Principle : Central Bank
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1988 : Digitcash

Untraceable Electronic Cash {
(Extended Abstract)

David Chaum®  Amos Fiat®  Moni Naor®

1 Center for Mathematics and Computer Science
? Tel-Aviv University

3IBM Almaden Research Center

CRYPTO 1988 2 8 -
DwZCﬂSh David Chaum
© Preserves privacy
© Using cryptographic primitives
© Always requires a third party (bank)
] [ —
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A visionary idea ahead of its time

Turing Internet  World Google  Ajax HTML5
wid \
ENIAC TCP/IP Ide free.fr Symfony
Web
Arpanet Amazon |
Apache Facebook
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Internet
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Crypto-currency

> Monney

1. Intermediary and means of exchanging goods and services between individuals
2. Reserve of value
3. Unit of account

» Crypto-currency: electronic money, without a Third Party

4. Respect for privacy
5. Non-Falsifiable
6. Avoid double spending
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Properties: Unforgeable
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Properties: Avoir double spending

» identification of cheater i’

> “presumption of innocence” "
LIM OS o s vrenes
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Properties: Privacy preserving

» Weak anonymity: no identification of a buyer "

» Strong anonymity: no traceability of a buyer
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Bitcoin 2009
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Bitcoin

» Decentralised and distributed

Systéme centralisé Systéme décentralisé Systéme distribué

21 millions BTC

\
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Distributed then Unstoppable
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Infalsifiable
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Auditable

17/75



Bitcoin in 2008 by Satoshi Nakamoto

1 BTC = 61 257 € 24 july 2024

1 BTC = 1 Bitcoin
0,01 BTC =1cBTC =1 centiBitcoin (ou bitcent)
0,001 BTC =1mBTC = 1 milliBitcoin

0,000001 BTC =1 uBTC =1 microBitcoin
0,00000001 BTC = 1 Satoshi
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Bitcoin

60 000€ -

40000€ -

soing

20000€ -

0€ |-

90/¥202
10/¥202
90/€202
10/€z02
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90/1202
10/1202
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10/0202
90/6102
10/6102
90/8102
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Dates
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Signature

S|gnature

Clet privée

secrete key public key

>
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Hash Functions (RIPEMD-160, SHA-256, SHA-3)

» Collision resistance

LM
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Bitcoin

» Total number of bitcoins is finite
21 millions BTC

» Use a PKI

» Account number:
RIPEMD-160(SHA-256(ECDSA ,,5))

» All transactions are public

» Blockchain: a peer-to-peer system that
guarantees the validity of transactions.
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How to make a transaction?

Alice gives 12345 Satochis to Bob.

Clef publique

Fonction
de
hachage

Précédent bloc
de transactions

Clef privée d’Alice

Signature

Unspent Transaction Output UTXO

Nouvelle transaction
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Pay 18 BTC with coins

[ Alice — Bob 18 BTC

N

A
il »Input 1: 13 BTC
Alice's wallet - ,--~ 7" >rlnputzéBiC
p
Output 1— Alice
il -
!
/
Output 2 — Bob/
Transaction
.
List of transactions with unspent balance fees=Y input-  output
B [t —
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Pay 18 BTC with coins

Alice's wallet e e

Ve

AN
List of transactions with unspent balance

»> OnIy bitcoins owned can be spent

I 1UE, +15BTC +13BTC +6BTC -17BTC +11BTC
ssssssssssssssssssssssssssssssssssssssss N | | | |

[ Alice — Bob 18 BTC

A
~/nput 1: 13 BTC
~/nput 2: 6 BTC

N

Output 1— Alice

-
1

Output 2 — Bob/

Transaction
fees = Z input - Z output

balance > +28BTC

..... 1 | | | |
date

I today
— OK for -19BTC 24/75



How to mine Bitcoins?
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How to mine Bitcoins?
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Mine Bitcoins

» Valid = solve hash target
> Reward initially of 50 BTC for one validation
» Divided by 2 every 210000 validations

32

Z 52—? x 210000 = 21 millions BTC
i=0
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Blockchain Infalsifiable

(C,A 1,%(C,B,9,M(A, B,3,424210)))
= ®®(C,A 1,%(C,B,9,458237))
— ®(C, A 1,936127)
— 458237
JPPI
| B B |

B B B B
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Mine: Hash target

Target for the block 816 377 (Feb 2024)
0000000000000000000481940000000000000000000000000000000000000000

Find n such that @

SHA-256(SHA-256(Transactions, n)) = x < Cible

At least 18 zéros for x
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Mine: Hash target

Target for the block 816 377 (Feb 2024)
0000000000000000000481940000000000000000000000000000000000000000

Find n such that @

SHA-256(SHA-256(Transactions, n)) = x < Cible

At least 18 zéros for x

Strategy: brute force

Test all possible values of n
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Farms of miners: sharing rewards

Foundry USA

F2Pool (.cn)

Yisimsiaes!

Poolin

BTC.com (.cn)
2.8% Luxor

AntPool (.cn)

BraiinsPool

ViaBTC (.cn)

Binance Pool (.jp) Others
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Soft Fork

Follows Old Rules

S B

Follows New Rules

I-'I-'I-'I

The primary difference between a soft fork and hard fork
is that it is not backward compatible

Code modifications:

» Correction of bugs

» Consensual improvements

0,0,
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Hard Fork

Bitcoin Blockchain, 1 MByte

+++;>+

Bitcoin Cash Blockchain,
8 MByte

\
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Hard Fork History

» Bitcoin Cash for Bitcoin (1 August 2017 at block 478558)
» Bitcoin Gold for Bitcoin (24 October 2017 at block 491407)

» Bitcoin SV (Satoshi Version) for Bitcoin Cash (15 November 2018 at block
556766)

0,910l

LIMOS | =
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Hard Fork History
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Traceable
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Traceable
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Limitations

10 minutes = 1 block

gy Size of the transactions 1 Mo
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Limitations

10 minutes = 1 block

=% Size of the transactions 1 Mo

$ ETHEREUM

Lightning Network 12 secondes
LIMOS T o cessrsves
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Energivore

Proof of Stake
Lightning Network
| [ e—
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Outline

Bitcoin
Blockchain
EcoMobiCoin
LCoin

Conclusion
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Plan

Blockchain
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Blockchain
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Blockchain

Registre distribué, sécurisé, infalsifiable

LABORATOIRE D'INFORMATIQUE,
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Miners valid all transactions

Update a distributed ledger

Unstoppable, Infalsifiable, Auditable

40/75



Miners decisisons
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Blockchain Private vs Public

Public
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Blockchain Application

Recipient's Blockcerts
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import

import

: MIT Diploma

Share on social feeds

in|

___ _Emal—>

7 Back up to extenal storage

Blockcerts Wallet

(i0S and Android) e l

Share link to independently verifiable Blockcert

P
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Blockchain Applications: Verify Your Vote, DABSTERS

Properties

Universal Verifiability, Individual Verifiability, Privacy, Receipt-Freeness, Prevent
Double Vote, Vote and Go, ...
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Blockchain Applications: Auction

/ ’//

ucTl

/)W.
ONIT?

DECENTRAUZED/}’A{UCTIONS IN REAL-TIME
7
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Properties

Universal Verifiability, Individual Verifiability, Privacy, Receipt-Freeness, Prevent
Double Spedning, Non-Repudiation ...
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Plan

EcoMobiCoin
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Eco Mobility

Quels types de transports consomment le plus de (02 ?

s M 7

dot

Transport

Voitures ; Transport Train Bus
particulires _ routier de aérien 2% 2%
60% marchandises 7%
26%
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EcoMobiCoin Proof of Behavior
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EcoMobiCoin Temporal Demurage
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Ephemeral PoB
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Prover Reward = Distance
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Verifier Reward

» PoB is required

‘,|‘>
» Check transactions

> Mining = play Lottery

L T B A
> M
|_|M0$ BSOS, s vrives 7 s
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Verifiable Delay Functions (VDF)

> Rivest, Shamir Wagner 1996 : Time lock Puzzle (x2")

» Lenstra 2017 Sloth function

» Boneh et al. 2018 : Verifiable Delay Functions h(h(... h(x)...)
» Pietrzak 2019 : Simple Verifiable Delay Functions

> Wesolowski 2019 : Efficient Verifiable Delay Functions

LIMOS | ==
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Efficient Verifiable Delay Functions (VDF)

P Alice wants to prove to Bob that y = x2
» Bob picks a random large prime p
» Alice finds g and r such that : 27 = gp+r, 0 < r < p and sends 7 = x9

» Bob Computes r =27 mod / and accepts if m°x" =y

Fiat-Shamir : Non interactive with p = nextprime(H(x,y, T))

ssssssssssssssssssssssssssssssssssssss
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Lottery for miners

VDF(PoB) gives proof of computation time

s V6 72

/7 1 1 VD

The faster wins !

LIMOS | ==
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Blockchain Mining

Header

Block 18| poB list
Tx list

Header Header Header o .
<4— PoB list | PoB list [« PoB list |[<—

Tx list Tx list Tx list .

Block 15 Block 16 Block 17
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Proors oF BeHaviour

GREEN HoBiLiry

© 201 voweue v o- @Claizantovie

https://ecomobicoin.limos.fr
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https://ecomobicoin.limos.fr
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Plan

LCoin
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Local Currency in Worgl, Austria

Temporal Demurrage

LABORATOIRE D'INFORMATIOUE,
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Temporal Demurrage: Ticket Restaurant, France

LasomaToiRe oNFORMATIOUE,
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French Local Currencies

I'age de falre

CCBYNC SAvlagedefarelejournal i
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Local Currency

|
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Léman: Local Cryptocurrency

. Usmg blockchain (Proof of Work)
L|MOS
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Our idea I: Restricted Area
Proxymity certificate delivered by Affiliated Local Shops

)

O

Proof that Alice and Bob are simutaneously in the “same” location

Distance Bounding Protocol 65/75



Distance Bounding
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Prover P Verifier V
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Distance Bounding
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Distance Bounding
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Our idea I: Geographic Demurrage
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2 options : 2? = 4 possibilities

i

Restricted Area | Geographical Demurrage

Simple X X
Restricted v X
LCoin X v
Perfect v v
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Simple: X Restricted Area X Geographical Demurrage

Permissionned blockchain

2 s
NENEN
2 4
— 1
8

Miners = Affiliated Shops
" Unrestricted Area & Trust in Affiliated Shops

2
e
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Restricted: v Restricted Area X Geographical Demurrage
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Limited duration
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LCoin: X Restricted Area v' Geographical Demurrage

Value : Proportional to the distance
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Perfect: v Restricted Area v Geographical Demurrage
Proxymity certificate delivered by Affiliated Local Shops using DB
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Plan

Conclusion
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Conclusion

» Proof of Behavior
» Geographic Demurrage
» Proof of Attachement

EcoMobiCoin & LCoin

https://ecomobicoin.limos.fr/
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https://ecomobicoin.limos.fr/

Thanks for your attention
Questions ?
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Comprendre le fonctionnement Des réponses claires et détaillées
etles enjeux pour comprendre
de cette technologie les Non Fungible Tokens
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DE MODELISATION ET D'OPTIMISATION DES SYSTEMES
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