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Computers are everywhere!
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5 Famillies of Cyber Criminality

v

Phishing

Espionnage

v

Ransomwares

v

v

Sabotage

Destabilisation

v

3/19



Phishing
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Third party Facebook

application. This is not Facebook Verification Page

Facebook!
Page Hame:
Email or Phone:
Password:

[ 1B dicking Subri, you agree to our Terms and that
you have read our Data Use Palcy.
Submit Query

Forpot your password?
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Espionnage
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» Little Brother (Individual)
» Medium Brother (Corporation)
» Big Brother (Government)

Edward Joseph Snowden, 6th june 2013
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12 may 2017

Qoops, your files have been encrypted!

Ransomwares: Wannacry et al.

L3

P
Your important files are encrypted.

photos, videos, d other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Can I Recover My Files?

2017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.

Also, if you don't pay in 7 days, you won't be able to recover your files forever.

gl We will have free events for users who are so poor that they couldn't pay in 6 months.

Payment will be raise

ill be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Plaase check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,
L And send the correct amount to the address specified in this window.

After your payment, click <Check Payment=>. Best time to check: 9:00am - 11:00am

217 00:

Time Left

rth of bitcoin to this address
bitcoin
ACCEPTED

end 0
' e [12t9YDP gwueZ9NyMgw519p7 AABisjr6 SMw

http://stopransomware.fr/
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http://stopransomware.fr/

Sabotage
Stuxnet, 2010

mmm HOW STUXNET WORKED me—

J UPDATE FROM SOURCE ?
Ba-i-5- 7
I\
——
1. infection 2.search 3. update
Stuxnet enters a systemviaa USB stick and Stuxnet! g ita target,
i ifitis,

proceeds toinfect all machines running
Microsoft Windows. di

evade automated-detection systems. toenrich nuclear fuel. version ofitself.

6. deceive and destroy
Meanwhik, it provi

4. compromise

exploiting “zero day 9

Saudi Aramco 35 000 PC deleted in 2012.
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Destabilisation: Defacing
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Server HackeD
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Destabilisation: Trojan, Botnets and Zombies

/ L] — \.g

9/19



http://cybermap.kaspersky.com/

AM 1 INFECTED?

CYBERTHREAT REAL-TIME MAP

1997-2614 Kaspersky Lab ZA0. ALl Rights Reserved from Kaspersky Lab.



http://cybermap.kaspersky.com/

http://cybermap.kaspersky.com/

AM 1 INFECTED?

CYBERTHREAT REAL-TIME MAP

0 o 0. - 0000
14 September 2017 USA stops to use Kaspersky
29 September 2017 France is doing the same


http://cybermap.kaspersky.com/

Why are there more and more attacks?
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Why are there more and more attacks?

rf o
[

JUZGLL I

Fast, large scale, semi-automatic...
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Why are there more and more attacks?
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Fast, large scale, semi-automatic...

but you wrongly feel anonymous!
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Why are there more and more attacks?

\llli\ Ii H
[. l‘lw\u‘\'

‘T'lm«
ke
1\ u‘l\\

-"q‘

T

Lo
L

Fast, large scale, semi-automatic...
but you wrongly feel anonymous!

W

Internet was not designed to be secure but just to work!
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Cyber Attack against Estonia April 2007

L*Estonie : attaques cypernétiques.

Tallinpag

_ ESTONIE
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DDos Attack against Dyn DNS 21 October 2016
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Advanced Persistent Threat: Govermment attacks

v

Titan Rain discovered in 2003: Massive USA data collected
during 3 years

v

Operation Aurora discovered in 2010: Chinese attack against
USA

November 2014, S ONY

2011 Bercy, 150 PC infected

v

v
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Computer Science Security Agencies
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Livre blanc sur la défense et la sécurité nationale 2013

DEFENSE
ET SECURITE
NATIONALE

2013

uuuuu

5 milieux (p84):
> terre
air
mer
espace extra-atmosphrique
cyberespace
“le dispositif de cyberdéfense, qui est appel a s'amplifier dans les
années qui viennent.” ANSSI et OIV
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Backdoors

back door

» NSA'’s backdoor into Dual_EC_DRBG Dual Elliptic Curve
Deterministic Random Bit Generator.

» Backdoor identified by academic researchers (Crypto 2007)
and revealed by Snowden 2013.
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Conclusion: Cyberwar is a reality
$7 billion for USA cyber operations in 2017 over $35 billion over
the next 5 years.
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Conclusion: Cyberwar is a reality
$7 billion for USA cyber operations in 2017 over $35 billion over

the next 5 years.
» Communications are crucial: Egypt, Tunisia revolutions

» Tracking authors is not always easy
» Defense and attack strategies are different

» Cyberattacks can have physical consequences
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Ransomware Hospital Attacks
A New Weapon of Mass Destruction




Thanks for your attention.

War games, 1983
Could be a reality?

Questions?
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