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WireGuard [NDSS'17]

©
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WIREGUARD .

FAST, MODERN, SECURE VPN TUNNEL

» Alternative to IPsec/IKEv2 based on Noise
» Handshake of 2 messages
» 4 DH shared secrets

2/10



WireGuard [NDSS'17]

Simplified Handshake

static: (sf,S) static: (s7,S)
e 2,...,
Ef «+ g€
M, = AE, (57), AE, (date), ef
MAC(SF, M)
{2, n—1}
M, = AE(0), £ ES g
MAC(S7, Ma)
ephemeral -| static - ephemeral -| static -
static static ephemeral | ephemeral

d ejsr

sisr

ejer

dhse,

h dh E€ dh
E—>| KDF }—Li‘ KDF h\:‘ KDF h\:‘ KDF }—Li‘ KDF
ki ke

h psk
}—H KDF }—H KDF }T{ KDF |—>
ks

session keys
51,52
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PQ-WireGuard [IEEE S&P'21]

Initiator Responder

static: (s/?, S77), o; (random string) static: (sf?,S/), o, (random string)
(e, Ef?) + KEM.KeyGen()

0 oy
(ct1, shki) + KEM.Encapsulate(SF?, KDF(oi, r;))

My = AE, (Hash(5P7)), AEy, (date), E/, cty
MAC(S7?, My)

o re S 10, 1256256
(cta, shky) < KEM.Encapsulate(E, r.)

(ct3, shks) < KEM.Encapsulate(Sf?, KDF (o, r;)
M, = AEk3(0) ct, ct3

MAC(S77, My)

ephemeral -| static - ephemeral -| static -
static static ephemeral | ephemeral
shky shky shks

—>| KDF }—H KDF }% }% KDF }—L‘ KDF }—H KDF }—H KDF }T{ KDF |—> Sesss'i’"szkeys
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Contributions

-DEEPSEC-

» Formal anlaysis of PQ-WireGuard = Flaws

» Design of PQ-WireGuard* + Formal anlaysis

» Design of Hybrid-WireGuard + Formal anlaysis

» Implementation in Rust using ML-KEM and Classic McEliece
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Contributions

&
S>> S>> N
& & fp
S N
R S
F F & g
O AN
p . §@ §@ QO’— Q_o‘gJ Hybrid
roperty WireGuard
MEX resistance | X /5 /' X vhe
UKS resistance | X X /! X Ve
Session uniquen. | vVt X /T X v/t
Anonymity VARV E Ve
Message agreem. | vt /! /! /! v/t
KCl resistance | vt X /! X Ve
Key secrecy VAERRA VA4 vt
Key strong secr. | X X X X Ve
Key mutual secr. | X X /' X /it
Key FS VAR AL e /it
Key mutual FS | X X X X vt
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Hybrid-WireGuard

Combining WireGuard and PQ-WireGuard*

static: (sf, S7), (s/7, S77) static: (sf, S5), (s/7, SF7)

(ef?, EP?) < KEM.KeyGen()
(ct1, shky) <+ KEM.Encapsulate(SF7)
My = AEy, (Hash(S7|[SP%)), AEs, (date), EF, E7°, ct
MAC(psk, My)

ef<i{2,...,n71}
(cta, shka) <~ KEM.Encapsulate( E/’?)

- & Pq
My = AE,, (0), EF, cta, cts (ct3, shks) <— KEM.Encapsulate(S/?)

MAC(psk, M)

lephemeral -| static - lephemeral - static - - i
static static ephemeral ephemeral h = Hash(S/? || $79)

(dhe;s,, shki) (dhss,, psk, h) — (Ef,cts)  (dhee,, shka) (dhse,, shks) psk

(EF,EPT) —>| KDF “—‘3‘ KDF }% }% KDF }\—_3‘ KDF }—LE‘ KDF }—LF‘ KDF KDF |—> s1, %
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Formal Analysis of Hybrid-WireGuard

Key Secrecy and Anonymity Properties

> Key secrecy Initiator's view : psk A (s¢ V ef) A (dhgs, V'sFVsE) A (sF7 Vv r)

> Key secrecy Responder's view : psk A (sfV eS) A (dhgs, VsFVsE) A (P9 Vv r)

» Key mutual secrecy : psk A (sfVef) A (ssVef) A (ef Veb) A (dhgs, VsTVsg) A
(sPYVr) A(sPTV ) A (eskPd Vre)
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Performances

’ Protocol \ DH

KEM

\ Size (bits) ‘

WireGuard [36] X25519

196 + 140

PQ-WireGuard [51] -

Classic McEliece L3, | 1248 + 1160

Dagger L3
PQ-WireGuard* - Classic McEliece L3, | 1124 + 1032
Hybrid-WireGuard | X25519 ML-KEM L1 1156 + 1064

Handshake performance (ms)
] Protocol Initiator \ Responder
WireGuard [36] 0.49 1.11
PQ-WireGuard* 0.44 0.84
Hybrid-WireGuard 0.87 1.84

Implementation in Rust, Intel(R) Core(TM) i7-10510U CPU @ 1.80GHz
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Thanks for your attention

pascal.lafourcade@uca.fr
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