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Abstract

Usually, the notion of time introduces space explo-
sion problems during the generation of exhaustive tests,
so test-pur pose-based approaches have been devel oped to
reduce the costs by testing (usually on the fly) the critical
parts of the specification. In this paper, we introduce a
test-pur pose-based method whi ch tests any behaviour and
temporal properties of a real-time system. This method
improves the fault detection in comparison with other sim-
ilar approaches by using a state-characterization-based
technique, which enables the detection of state faults on
implementations. An exampleis given with the MAP-DSM
protocol modelled with two clocks.
key words: Timed automata, confor mance testing, test pur-
pose

1. Introduction

Computer applications are being increasingly involved
in critical, distributed and real-time systems. Their mal-
functioning may have catastrophic consequences for the
systems themselves, or for the ones who are using them.
Testing techniques are used to check various aspects of
such systems. Different categories of test can be found in
literature: performance testing, robustness testing, inter-
operability testing and conformance testing which will be
considered here.

Conformance testing consistsin checking if theimple-
mentation is consistent with the specification by stimulat-
ing the implementation and observing its behaviour. Test
cases which consist of interaction sequences are applied
on theimplementation viaatest architecture[13, 23]. This
one describes the configuration in which the implemen-
tation is experimented, which includes at least the imple-
mentation interfaces (called PCO, point of control and ob-
servation) and the tester which executes the test cases to
establish the test verdict:

e pass. no error has been detected.

o fail: thereisat least an error on the implementation.
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e inconclusive: pass and fail cannot be given (the test
cannot be performed).

Many testing methods have been proposed for gen-
erating automatically test cases from untimed systems
[30, 9, 24, 3] or timed ones [5, 13, 10, 22, 29]. Most
of the timed ones are exhaustive methods which gener-
ally transform specifications into larger automata (such as
region graphs [13, 23], grid automata [29, 12], or SEA
[19, 18]) to generate test cases on the complete speci-
fication. This kind of method is interesting and usable
with small systems but can end in a space explosion prob-
lem (usually obtained from state explosion) with larger
ones. So, others techniques called test-purpose-based ap-
proaches, have been proposed to test the most critical
systems parts. These ones check local implementation
parts from test requirements given by engineers, which are
called test purposes. The conclusion of the test is given
here by checking the satisfaction of the test purposein the
implementation.

Some test purpose based methods have been proposed
[7, 8, 20, 28, 18] to test timed systems. These ones
strongly reduce the test cost and can be generally used
in practice to test specification properties on implementa-
tions. However, faultslike extra(missing) states and trans-
fer faults cannot be detected with the previous techniques.
Such faults can modify the system internal state (this one
becomes unknown and faulty), so detecting them is im-
portant.

In this paper, we introduce a test-purpose-based
method which can test the conformance and the robust-
ness of implementations, by testing any temporal or be-
haviour properties belonging to the specification (called
Accept properties), but also any other ones given by de-
signers (Refuse properties). The test case generation is
performed by a timed synchronous product which com-
bines the specification with the test purposes and prevents
state explosion. With this product, we obtain a graph
which includes the specification and the test purpose prop-
erties. Furthermore, to improve the fault detection, we use
a state-characterization-based approach to identify each
state visited in the implementation. So, missing and trans-
fer faults can be detected.



Thisarticleis structured as follow: Section 2 describes
the theoretical framework needed in this study. Section
3 provides an overview of testing methods, and a re-
lated works on timed testing with test purpose based ap-
proaches. Section 4 introduces the concept of Timed test
purposes. The testing method is described in Section 5.
We apply this one on areal system, which is a part of the
MAP-DSM protocol. Then, we give the fault coverage
of the method in Section 6. Finaly, we give an overview
of an academic test tool, which implements this testing
method, in Section 7 and we conclude in Section 8.

2. Definitions

2.1. The Timed Input Output Automaton model

TIOA (Timed Input Output Automata) are graphs de-
scribing timed systems. This model, extended from the
timed automaton one [1], expresses time with a set of
clocks which can take real values (dense time represen-
tation) and by time constraints, called clock zones, com-
posed of timeintervals sampling thetime domain. Actions
of the system are modelled by symbols labelled on transi-
tions: input symbols, beginning with "?" are given to the
system, and output ones, beginning with ”!” are observed
fromit. A TIOA transition, labelled by an input symbol
?a, can be fired if the system receives ?a while its time
constraint is satisfied. In the same way, a TIOA transition,
labelled by an output symbol !a, isfired if lais observed
from the system while the time constraint is satisfied.

Definition 1 (Clock zone) A clock zone Z over a clock
set Cisatuple < Z(x4),...Z(z,) > of intervals such
that card(Z) = card(C) and Z(x;) = [a; b;] isatime
interval for the clock z;, witha; € R™, b; € {IR™, cc}.
If X; isthe clock value of the clock «x;, we say that a clock
valuationv = (X7, ..., X,,) satisfies Z, denoted v = 7 iff
X; € Z(x;),withl < i <n.

For two clock zones Z and Z’, we denote some operators:

e ZNZ ={v|vEZandv = Z'}
e 2/7' = {v|v | ZYW |V 7}

Definition 2 (Timed Input Output Automata (T10A))
ATIOAAisatuple< $4,S54,5Y,Ca, Eq4 > where:

e Y4 is a finite alphabet composed of input symbols
and of output symbols,

e S, isafinite set of states, s istheinitial one,
o C4 isafinite set of clocks,

e E, isthefinitetransition set. Atuple (s, s’,a, A, Z)
models a transition from the state s to s’ labelled by
the symbol a. The set A € C, gathers the clocks
which are reset whilefiring thetransition, and Z =<
Z(1), ...y Z(N) >(n=card(c.)) iSaclock zone.

A TIOA example, modelling a MAP-DSM part, is
given in Figure 1. Among the protocols used with GSM
(Global system for Mabile communication), nine proto-
cols are grouped into the MAP (Mabile application part).
Each one corresponds to a specific service component.
The Dialog State Machine (DSM) manages dialogs be-
tween MAP services and their instantiations (opening,
closing...). A DSM description can be found in [6]. The
specification of Figure 1, describesthe request of the MAP
service by an user(?13). Thisone can invoke several MAP
requests (?14) which aim to start some services (!03). A
dialog can be accepted then established or it can be aban-
doned (105 or 109).

If we consider the transition (T'mp2, IDLE,!09,

{X Y} < X 4oo[ Y4 +00[ >), the two clocks z and y
must have an greater value than 4 so that the system pro-
duces the symbol '09. After this execution , x and y are
reset.
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101 : tc_u_abort_req;terminated
103 : service_invoked

105 : tc_ind_req;terminated

106 : tc_continue_req

109 : map_p_abort;terminated

211 : map_u_abort_req
212 :tc_begin_ind

213 : map_open_req
2?14 :map_req

2?17 : map_open_rsp
2111 : map_delimiter_rsp
2113 : tc_continue_ind
2114 : tc_end_ind

2115 : tc_p_abort_ind
2116 : tc_p_abort_ind

Figure 1. A TIOA

2.2. Fault model

The fault model is a set of potentia faults (untimed
and timed ones) that can be detected on implementations
by the testing process. For the TIOA semantic, the fault
model can be found in[13, 12]. Thisone is composed of:

e Output faultss An implementation produces
an output fault, for a specification transition
(s,8',la,\, Z), if it does not respond with the ex-
pected output symbol !a.

e Transfer faults. An implementation produces a
transfer fault if from a state, it goes into a state dif-
ferent from the expected one by accepting an input
symbol or by giving an output one.



e Extra state faults: An implementation is said to
have an extra (missing) state if its number of states
must be reduced (increased) to be equal to the num-
ber of states of the specification.

e Time constraint widening fault: Such a fault oc-
curs if the implementation does not respect the time
delay granted by a specification clock constraint, that
isif the upper (or lower) bound of a clock constraint
is higher (smaller) in the implementation. This fault
may occur on input or output symbols: for an output
one, the implementation does not respond in the ex-
pected delay given by the specification, for an input
symbol, theimplementation acceptstheinput symbol
in delays wider than the one given by the specifica
tion.

e Timeconstraint restriction fault: Thisfault occurs
only with input symbols. An implementation pro-
duces this fault if it rejects an expected input symbol
in delays satisfying the clock constraint given by the
specification. In this case, the clock constraint of the
implementation is more restrictive than the specifica-
tion one. Since output symbol cannot be controlled
by the system environment, an implementation that
produces an output symbol in a more restrictive de-
lay than the one specified is seen asavalid restriction
of the specification.

3. Related Works

In the literature, testing methods can be grouped into
two categories:

¢ theexhaustive testing methods, which involve gen-
eration of test cases on the complete specification,
execution of thetest cases on the implementation and
analysis of the test results. To describe the set of cor-
rect implementations, a conformance relation is first
defined, then test cases are given or generated from
the specification to check if therelation is satisfied or
not. Some works about timed systems testing can be
found here [5, 13, 22, 29, 12].

e the non exhaustive testing methods [7, 8, 21, 20,
28, 11, 18, 2, 14], which aims to test local parts of
implementations. This concept aims to check if a
set of properties, called a test purpose, can be exe-
cuted on an implementation during the testing pro-
cess. Test purpose can be either manually given by
designers, or can be automatically generated [7, 17].
Then, test cases are generally generated from the test
purposes and from some specification parts, reduc-
ing the specification exploration in comparison with
exhaustive methods (reducing in the same time the
test costs). Finally, test cases are executed on theim-
plementation to observe its reactions and to give a
verdict [28].

In [8, 20], the authors use time automata to model
the specification and the test purpose. Test cases are
generated by synchronizing the specification with the
test purpose and by extracting the paths which con-
tain al the test purpose properties. During the syn-
chronization, a reachability analysisis performed to
keep only the reachable transitions. This method
needs for each transition a resolution of linear in-
equalities and also a DFS agorithm to search some
clocks constraints. The number of inequalitiesis pro-
portiona with the number of clocks and the transi-
tionsthey constrained, consequently theresolutionis
generaly costly.

In [28], the specification and the test purpose, mod-
elled with timed automata are trandated into region
graphs to sample the time domain into polyhedrons.
The test cases are generated by synchronizing the
specification region graph and the test purpose one.
Each region clock of the region graph is accessible
from the initial one, so afinal test case can be com-
pletely executed on implementations. However, the
region graph generation is costly and can suffer from
state explosion.

In [18], the test tool TGV [15] has been extended
to test timed systems. This method can test non de-
terministic systems and takes into account the quies-
cence of states. Test purposes and specification are
trandlated into non rea time automata (SEA), then
the TGV method is adapted and used to generate test
Cases.

In [2], the authors use specifications and test pur-
poses modelled by TIOA. Then, they search for a
feasible path which match the specification and the
test purpose with a DFS algorithm.

In [14], test purposes are modelled by Message Se-
guence Charts (MSC). These ones are converted into
TIOA. Then, the specification and test purposes are
converted into grid automata. Finally, test cases are
generated by using the synchronous product defined
in[8].

In this paper, we propose a new test purpose defini-
tion to generate test cases which can test the conformance
of timed system as well as their robustness by defining
Refuse properties, that is test purpose properties which do
not belong to the initial specification. So these ones can
simulate the execution of different failures, like byzantine
or scheduling ones, in order to check if the system can till
respond correctly despite these errors. We do not trans-
late timed automata into larger models to apply existing
untimed test purpose methods on them [28, 18, 14]. We
define a new timed synchronization product on timed au-
tomata which also takes into account Refuse properties.
We also proposeto improve the fault detection by enabling
the detection of the missing state and transfer faults. We
adapt a state characterization based approach, defined in



[26] for region graphs, to identify each system state with
observable action sequences. With this state identifica-
tion, missing and transfer faults can be detected.

Before describing the test case generation, we present
our definition of timed test purposes.

4. Timed test purpose

Test purposes are graphs describing the requirements
that engineers wish to test on the system implementation.
These requirements can be specification properties which
should be satisfied in the implementation during tests. We
call them Accept properties. But, test purposes could also
be constructed with properties which do not belong to the
specification, that we call Refuse properties. These ones
can be used to test the system robustness by checking if
the system responds correctly despite the execution of un-
specified actions.

So, we define that a Timed Test Purpose is a TIOA
whosethe states are either labelled by " accept” or "refuse’
to model that transitions are composed of accept or refuse
properties. An accept transition of the test purpose must
exist in the specification. Its clock zone may be however
more restrictive than the specification one.

Definition 3 (A Timed Test Purpose) Let§ =< Xg,
Ss,s2,Cs, Es > be a TIOA describing a specifica-
tion. A timed test purpose TP is a TIOA < Xgp, Sy,
SO‘IT’ Cg'y, Iyp, Egp > where:

o Cyp C Cs,

e Syp C Sg x accept,refuse isa set of states such
that each state s’ € Sy islabelled either by:

— ACCEPT: if & is the initial state
of TP, or if V(s,8,a,\2) €
ET?,H(Sl,SQ,a, /\Q,ZQ) € EgsuchasZ C

Z2, s € {(s1,accept), (s1,refuse)},s’
(82, accept)

— REFUSE: otherwise

Definition 4 (Accept and Refusetransition) We call a
transition (s, s’,a, A\, Z) an accept transition iff s’ isla-
belled by ACCEPT. We call it a REFUSE transition other-
wise,

A timed test purpose exampleisgivenin Figure2. This
one checksif after having adialog accepted (?17), adialog
can be established (106) during a more restrictive clock
zone than the specification one.

Test purposesfor testing the system robustness

Robustness aims to check the system behaviour under
the influence of external errors (byzantine failure, bus er-
ror, scheduling problem, ...). Mutations are generally in-
jected into test cases to simulate these errors. Some well-
known mutations can be found in [16]:

Dialog
Accepted
Accept

Dialog
Establish
Accept

Dialog
Pending
Accept

X[0 +inf[
Y[0 2]
Y.=0

X[3 +inf[
Y[O +inf]

Figure 2. A test purpose example for the
MAP-DSM protocol

1. Replacing an input action, to simulation that an un-
expected action is received by the system from its
external environment.

2. Changing the instant of an input action occurrence to
simulate that the good input action is received later
than expected

3. Exchanging two input actionsto simulate an schedul -
ing problem with external components to the system

4. Adding an unexpected action to simulate that an ex-
ternal component has send an additional action to the
system.

5. Removing an action to simulate the lost of ainforma-
tion

Refuse properties are used here to model mutations,
which are injected into test purposes and finally into test
cases. Refuse properties can be added to test purposes by
hands for specifying a precise error, or can be generated
by some methods [16, 27]. The test purpose example of
Figure 3 contains a refuse property which check that dur-
ing the establishment of a connection between the MAP
server and a service provider (2111 106), the dialog can-
not be aborted (?116=tc_p_abort_ind). The action 216 is
an unexpected action for the system. Thetest purpose also
checks that the system continue to establish the dialog de-

spite ordering the abort.
TMP3 TMP3
X[2 +infl Accept X(2 +inf[ Refuse
Y[O +inf[ Y[O +inf[
106

X[2 +inf[
Y[O +inf[

Dialog
Pending
Accept

Dialog
Accepted
Accept

X[0 +inf[
Y[0 2]
Y.=0

Dialog
Establish
Accept

Figure 3. A test purpose with refuse proper-
ties



5. Test case generation

5.1. Testing hypotheses

Some assumptions are required on the implementation
under test and on the specification. The ”Implementation
Reset” and " Determinism” hypotheses are required to ex-
ecute the test cases. Indeed, without reset function, the
tester cannot execute several test cases on the implemen-
tation, and if the implementation is nondeterministic, it
may be uncontrollable and thus not testable. The two last
hypotheses are required for using a state characterization
based approach. These ones ensure and allow to identify
each specification state.

Implementation Reset After each test, implementations
can bereset to theinitial state.

Determinism The specification must be timed determin-
istic on the set of aphabet. 1. from any state, we can-
not have two outgoing transitions labelled with the
same symbol. 2. we cannot have an outgoing transi-
tion, labelled with an input symbol and an outgoing
transition labelled with an output one, whose the tim-
ing constraints are satisfied simultaneously. These
properties ensure that a determined implementation
path can be covered during the tests.

Minimality The specification must be minimal on the
State set.

Completely specified system The specification must be
completely specified on the set of input symbols
(each input symbol is enabled from each state).

Remark 5 To complete a specification on the set of
input symbols, we propose to add a trap state sy
and to complete each state s with outgoing transitions
(s,su,?7I,\,G) from s to s,. These transitions model
the external actions refused by A and improve the observ-
ability and the controllability of the specification. So, the
complete TIOAUP 4 =< Bz, Sup i, SYp, » Cup s
Iyyp,, Eup, >, derived from A can be obtained with
theserules:

¢ Yyup, =X, Sup, = SaU{su},
* S%T_A = SSUCUT.A = Ca,

o Iyp, = IqU{Z | Vs € Sa(s, s, I,\,Z) ¢
Eu, 7' =<0 4+ o0[...[0 + oo[>}
U{Z' | 3s'inSa(s,s',7I,\,Z) € Exq,Z' =< [0 +
o0[...[0 + oo[> /Z},

o Eup, = Eu U {(s,su,?LN,Z") | Vs €
Sals, s 2L NZ) & Ea N = 0,2 =< [0 +
00[...[0 + oo[>}

U{(s, 80,21, N, Z") | 3s'inSa(s,s',?2I,\,Z) €
Ea,A=0,7" =<0 + 00[...[0 + o[> /Z}
U{(su, s, PI,\, Z) |?T € X4}

Test purposes are often composed of some specifica
tion actions, but not of complete specification action se-
guences [8, 28, 11, 18, 2, 14]. Test purposes may also
be inconsi stent with the specification, especially when we
use refuse properties. So, test purposes based methods
generally synchronise the test purpose with the specifi-
cation to obtain paths which can be completely executed
fromtheinitial system path. Moreover, our testing method
needs a state characterization based step to detect missing
and transfer faults. So, these two steps are first presented
below:

5.2. Timed Synchronous Product

The timed synchronous product aims to combine atest
purpose and a specification to obtain paths which can
be executed on the implementation. In comparison with
the timed synchronous product that we have defined in
[28] for region graph models, this one takes into account
Refuse properties and injectsthem into thefinal test cases.

. . A, Zs -
Consider two transitions, s, ——>+ s, of a specifica-

tion 8§ and s Ay, sh of atimed test purpose TP, la-

belled with the same symbol " A”. By synchronizing them,
we generate different clock zones, depending on Zs and
Zyp. Thedifferent kinds of synchronized clock zones are:

e PASSclock zone: Theclock zone Z,,,.s gathersthe
values which satisfy the execution of the two tran-
sitions, that is the ones which belong to Zg N Zg+p.
If the transition is executed in this clock zone during
the test, the test purpose transition is satisfied.

e INCONCLUSIVE clock zone: The clock zone
Zinconclusive TEPresents the values which satisfy the
execution of the specification transition, but not the
execution of the test purpose one. INCONCLUSIVE
clock zones ensure that test cases can be executed on
implementations, even though the test purpose can-
not be satisfied. INCONCLUSIVE clock zones al-
low to give an inconclusive result, that means some
specification properties have been tested instead of
the test purpose ones. Z;,conclusive CONtAINS values
of Zg /Zpass.

e FAIL clock zone: The FAIL clock zones represent
the values which do not satisfy the execution of the
specification transition. In this case, if the transition
is executed in a FAIL clock zone during the test, the
implementation is faulty.

Figure 4 shows an example of synchronized clock
ZOnes.

Now, we give the definition of the timed synchronous
product between a specification and a test purpose which
may contain refuse properties.

Definition 6 (Timed synchronous product) Let § =<
ZSa SS, Sga 057 ISa ES > and 79) =< 2‘3’3’7 S(.TfPa Sg’jﬁ’a
Cyp, Iyp Eyp > be two TIOA. The Timed Synchronous



Product between § and TP is a graph 8P =<
Y5, Ssp, 535, Csp, Esp > defined by:

e Ysp C Bg UXgp, Ssp C Ss U Syp, 585 C 52,
Csp C Cs U Cgp,

o Fsop is the set of transitions

a,PASS(Z),INCONCLUSIVE(Z") )
S; Sit1, with

s; € Ssp, 8;41 € Ssp, Z a PASS clock zone and
Z'" an INCONCLUSIVE one. This set is constructed
with the following algorithm.

Algorithm

Input: T'(Test Purpose), S(Specification)
Output: S P(Synchronous Product)
BEGIN:
For each specification path P.S of S, and For each test purpose
path T'P containing in the same order the accept transition
symbolsof TP
We scan each transition tp -~2T%; ' of TP and each
transition s —2%5 s’ of PS
if thesymbol A == B then
/lthe specification and the test purpose transitions are
synchronized
if Label(tp') == REFUSE then we add

A /
sp ———— > sp' to Esp
PASS(Zrp)
elsewe add
A /

P PASS(ZsNZ1p),INCONCLUSIVE(Zs/Z7p)
synchronizing the test purpose and the specification
endif

if thesymbol A # B

/lthe specification and the test purpose transitions cannot
be synchronized

if Label(tp') == ACCEPT then we add

sp —2— sp to Esptoreach anext
PASS(Zg)

synchronization
else
we scan PSS to find if asynchronization on the

symbol A with tp 272, 1 is possible later

if it is possible, then we add sp ———— sp
PASS(Zg)

/

to reach this synchronization.

dseweadd sp ——2 5 sp/
PASS(Zrp)
endif

endif

if some PTP transitions are not used then we add themto Esp
endif

END

We illustrate the timed synchronous product with this
simple example. Consider the path of Figure 5, derived
from the specification of Figure 1. This one is synchro-
nized with the test purpose of Figure 2. The timed syn-
chronous product is expressed in Figure 6.

Y Test purpose clock zone

- PASS clock zone

£$<3<5] INCONCLUSIVE clock zone

|:| FAIL clock zone

NAANAAPNANNAINANA
NAANAAPNANNAINANA
NAANAAPNANNAINANA
NAANAAPNANNAINANA

Specification clock zone

Figure 4. An example of synchronized clock
zones with two clocks

212 Dialog Dialog 2111 Dialog
X[o1[ Pending X [0 |nf[ Accepted X [2 +infl X [2 +infl accepted
Yx[liOZ[ Y [0 2] Y [0 +inf[ Y [0 +inf{

Figure 5. A specification path

5.3. State characterization set of TIOA

We have defined the state characterization based ap-
proach for region graphsin [26]. We have shown that the
identification of two states depends on output symbols,
which are observed during the system execution, and on
the moments of these observations, that isthe clock zones,
for TIOA. So, to distinguish two TIOA states, we look for
atransition sequence which provides either different out-
put symbols, or the same ones with different clock zones
or both. A state s is characterized by a identification set
W if this oneis composed of transition sequences which
distinguish s from the other states. Finally, the state char-
acterization set IV is the union of the subsets 1, which
characterize each state s;. Thisis formally described in
the following definition.

Definition 7 (Timed State Characterization Set 1)

Let JA = (ZJA, SJA, SB)A,IJA,E:)A) be a TIOA satis-

fying the hypotheses of Section 5.1. Two states .S and

S’ of JA are distinguished by a transition sequence

o = (t17 t27 Al, )\7 Zl)(tn, tn+17 An7 )\n, Zn), denoted

S D, S iff

1 V(tg, tert, Ak, Ak, Zi) (1 < k < n),with A; an out-

put symbol, we have a path S Aoz, S v
Sk—1 —)Ak Sl S € (EjA)k and
(Sk» Skt1, Aks Ak, Zi) € Ega,

2. H(tk,tk_;_l,Ak,)\k, Zk)(]. <k< n),VVith Ak an out-

Dialog Dialog 2111 Dialog
Pending Accepted accepted
ACCEPT ACCEPT ACCEPT
PASS(X [0 1] PASS( X [0 +nf[

PASS( X [2 +infl PASS( X ]3 +inff
YX[O 2 Y [0 2[ Y [0 +infD) Y [0 +infD)
INCONCLUSIVE(
X2 3[
Y[0 +inff)

Figure 6. A synchronous product



put symbol, we have a path .S’ Avd s,

Spy  etAenZin g o (B)F and
(Sks Skt1, Aks Ak, Zi) ¢ Ega.

We denote W, the set of transition sequences allowing to
distinguish S € S5, fromthe other statesof Sy4. W =
{(7,' ‘ vS’ 75 S e SjA,SDO—i S/}.

Finally, a Timed Characterization Set of J.A, denoted W5 4
equalsto {Ws,,..Ws, }, with {S1,...,S,} = Sga.

A general agorithm of state characterization set gener-
ation can be found in [26].

If we take back our synchronous product example
of Figure 6, the states can be distinguished with the
following state-characterization sets. By applying this set
to each pair of state, we always observe different output
symbols at different time values, so we can distinguish
them.

Wrnps = {(TMP3, Dialog_establish, {},!06,
< X2 400 Y[0 400] >)}

Wialog accepted = {(Dialog-accepted, TM P3, 7111,
{} < X2 4001Y[0 +00] >)(T'M P3, Dialog_establish,
106, {}’ < X[2 +oo]Yv[O ~+o0] >)}

Whialogpending = {(Dialog_pending, Dialog_esta-
blish, 7I7,{}, < X[ +00[Y[0 21)) (Dialog-accepted,
TMP3, 7111, {}, Xps 400 Yo 450 >)(TMP3,
Dialog_establish,!06, {}, < X[2 4001 Y[0 +0c] >)}

Wipre = {(IDLE, Dialog_pending, 712, {},

< Xjo1[Yjo 2[ >)(Dialog-pending, Dialog_establish,
I7,{}, < X0 400 Y[0 2] >)(Dialog_accepted, T M P3,
7111, {}, < X[2 4001 Y[0 +00] >)(TMP3,
Dialog_establish,!06,

{}7 < X[2 +oo]l/[0 +o0] >)}

Wialog.estabiish = {(Dialog-establish, TMP2,?I15,
{}7 < X[4 +oc[YV[O +oof >)(TMP27 IDLE,'09,
(XY < X yooYa 400l >)}

5.4. Thetesting method

The testing method is composed of four steps. Steps
1 and 2 synchronize the test purpose with the specifica
tion to generate paths, including the test purpose, which
can be executed on the implementation. Step 3 applies
a state-characterization-based approach on the synchro-
nized paths. Finally, step 4 performs areachability analy-
sis on the paths obtained from the previous step and mod-
ify the clock zones to ensure that the test cases can be
completely executed on the implementation.

These test case generation steps are detailed below:

Let 8 be a TIOA, satisfying the previous hypotheses,
and TP be atimed test purpose. The test case generation
steps are:

e STEP1: Specification path search: We extract the

specification paths which can be synchronized with
the test purpose. Instead of synchronizing all the
specification with the test purpose, we extract only
the needed. So, the transition sequences of 8, con-
taining in the same order all the Accept transition
symbols of the test purpose, are first extracted and
named 7'S:(8), ..., TS, (8). If this set is empty, the
process terminates and the following steps cannot be
performed. We use a DFS (Depth First Path Search)
algorithm to generate these paths. The path extrac-
tion is performed depth wise, so only one specifica-
tion local path is memorized at atime.

e STEP2: Timed synchronous product: Each transi-
tion sequence T'S;(8) is synchronized with TP. This
operation generates a graph SP, including 7P and
respecting the temporal and behaviour properties of
8.

e STEP3:. State characterization set generation:
Each state S; of SP is identified with Wg, (cf
Section 5.3). Then, we combine, with II, the
synchronous product and the state characterization
st: II = SP W = {p(sisj,a,\Z).o; |
Y(si,s5,a,\, Z) € Egp, p is apath of SP from
so to s;, o; € Ws7~ if S; is labelled by ACCEPT,
o; = () otherwise}. It's the concatenation of a path
p (finished by its state s;) with the state characteriza-
tion set of s;. If we combinethe synchronous product
example of Figure 6 and the state-characterization set
of Section 5.3, we obtain the paths of Figure 7.

e STEP4: Search of feasible paths: Test cases are fi-
nally al the feasible paths of II [2]. The feasibility
problem, for a given path p = ¢;..t,,, ams to de-
termine if it exists a possible execution to reach the
transition ¢,,, and to generate the clock zones over p
for firing ¢,,. The approach, described in [2], adds a
global clock ~ and then performs areachability anal-
ysisfrom thefirst and the last transitions of theinitial
path. The obtained feasible path clock zones can be
modelled with the global clock A or with the clocks
used in the initial path. For example, the feasible
paths of the IT set, illustrated in Figure 7, are given in
Figure 8. These ones are the final test cases.

Test cases are then executed on the implementation
fromtheinitial state. Each input symbol isgivento theim-
plementation at a clock valuation of its PASS clock zone.
If the system is not faulty, output symbols should be ob-
served at clock valuations of PASS clock zones as well.
So, by applying atest casetransitiont = (1,1, A, A,
PASS(Z),INCONCLUSIVE(Z'")) on the imple-
mentation /, we can observe some reactions, denoted
React(t) , and we can give a local verdict for the tran-
sition. React(t) =

o PASS,ction Iff Aisan output symbol and A isre-
ceived from the tester in the PASS clock zone, that is
at aclock valuev = Z,
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o INCONCLUSIV Eyction if A isan input symbol
or if A isan output symbol and A is received from
the tester in the INCONCLUSIVE clock zone, that is
ataclock valuev = 7,

e FAILqgcti0n Otherwise.

Finally, by executing the test cases and observing the
implementation reactions, we can conclude on the success
or on the failure of the test:

Definition 8 (Verdict assignment) Let I be a systemun-
dertestand 7' = (ll, lll,Al, A1, PASS(Zl),
INCONCLUSIVE(Z}))...(In, 1., Ay An,
PASS(Z,),INCONCLUSIVE(Z])) be a test case.
The verdict assignment V' (I, T'), obtained by applying T
onl, isgiven by:

e Passiff vVt = (l“ l;, Al A, PASS(ZZ),
INCONCLUSIVE(Z])) € T, with A; an output
symbol, React(t) = PASSaction,

e Inconclusiveiff 3¢t = (I;,1;, A;, Ai, PASS(Z;),
INCONCLUSIVE(Z])) € T, with A; an output
symbol, React(t) = INCONCLUSIV Eqction
andiff vt' = (1;,1;, A;, \;, PASS(Z;),
INCONCLUSIVE(Z})) € T, with A; an output
symbol, React(t) # FAI Lqactions

e Fail otherwise

Method complexity: If N is the number of state and
K the number of transitions of the specification, the test
case generation complexity of our method is proportional
toC? « N+ N x K + N + K. For the first step, we
use a DFS algorithm whose the complexity is proportional
to N + K. The timed synchronous product complexity
depends on the length of the paths to combine. In the
worst case, this length equalsto N and thereisat most K
specification paths. So, the complexity of the synchronous
product isproportional to N x K. The step 3 complexity is
proportional to N2 K [25]. In step 4, the search of feasible
pathsis proportional to C x C x N [2], with C the number
of clocks.

6. Fault coverage of the proposed method

In this Section, we introduce the fault coverage of our
testing method. As a test purpose doesn’t test the whole
implementation of asystem, the fault coverageisanalyzed
on a implementation part, called I.,yereq- Furthermore,
to generate test cases, we use some specification paths,
needed for the timed synchronous product. Let S.oyered
be the set of these paths. I ,yereq COrresponds to im-
plementation part tested by the test cases obtained from
Scovered-

e Output fault detection: Output faults can be easily
detected by firing all of the specification transitions.
According to our definition of the timed synchronous
product, each path of S.,yercq €XiSts completely in
at least one test case. Moreover, we suppose that
the system is deterministic. So, each transition of
Ieovereq 1S tEStEd during the testing process.

e Missing state fault detection: Extra(missing) state
faults are detected by checking if an extra or missing
state exists in the implementation. As our method
identifies each state, it can detect missing states on
Ioovered- EaCh state s; of S.ppereq i1Sidentified in the
implementation and tested by test cases of the form
s0 & s5;.Wy,, with p apath from the initial state s
to s; and W, the subset alowing to identify s;. Con-
sequently, if astateismissingin I.qyereq @ l€ast one
test case cannot be completely executed.

o Transfer fault detection: Transfer faults can be easily
detected by identifying the states of the implemen-
tation. So, any state-identification based technique,
and particularly our method, detects transfer faults
oN Icovered- EaCh trangition t = (S;, S5, a, A, G) of
S,overeq IS tested by a test case of the form S, 2

5, LALASSZ) S;.Ws,, with p apath from the ni-
tia state Sy to S; and W, the subset alowing to
characterize S;. Consequently, the arrival state of
the transition ¢ in the implementation is tested and
identified. So, transfer faults are detected.



e Time constraint widening fault detection: Time con-
straint widening faults are detected if at least an out-
put symbol is not received by the tester in the time
delay given by the specification. According to our
definition of the timed synchronous product, each
transition of S.,,ereq iSVisited during thetesting pro-
cess by at least one test case. Consequently, a test
casetransition (s, s’,a, A\, PASS(Z),
INCONCLUSIVE(Z")) labelled by an output
symbol, istested by the tester which waits its receipt
during the PASS clock zone Z. If no output symbol is
received, atime constraint widening fault is detected
onl/.

For input ones, the method checksthem only at clock
valuations which belong to time delays given by the
specification. So, time constraint widening faults can
be detected with output symbols and not with input
ONES ON I opered-

Time constraint restriction fault detection: In prac-
tice, itisunfeasibleto detect all of the time constraint
restriction faults. Consider a test case transition
(s,8',72a,PASS(Z),INCONCLUSIVE(Z")),
to detect the faults, the tester should send to the
implementation the input symbol "?a” at al of the
bounds of Z which are for each clock z; the time
values a; and b; such that Z(z;) = [a;,b;]. Since
the clocks are uncontrollable, these bounds are not
necessary reached by the clocks.

A
y

| Mfinal

Vinit

»
|
X

Figure 9. Reaching all the clock region
bounds: adifficult issue

Consider the clock zone of the Figure 9. v;,,;; repre-
sents the first clock valuation reached by the clocks
in Z during an execution. v;,;; isnot abound of Z.
So, if the implementation has a time constraint re-
striction fault between the bound of Z and v;,,;:, the
fault cannot be detected.

Consequently, we can detect such a fault if this one
occurs during the execution. In this case, consider a
test case p.(si, sj, 7a, A, PASS(Z),
INCONCLUSIVE(Z")).p'.Ws,. Let s; be the
implementation state reached by p and s; the one
reached by p.(s;, s;,a,\, PASS(Z),
INCONCLUSIVE(Z')).p'. If the implementa-
tion produces this fault, s; rejects the input sym-

bol &’ in delays given by Z. Therefore, the im-
plementation stays in its current state s;. Here, ai-
ther the implementation rejects p'.Wg, too, or ac-
ceptsit. If p’. W, is rejected, the implementation
enters in a deadlock. Output symbols of p'. W,
are not observed so the time constraint restriction
fault is detected. If p’.Wg, is accepted by the im-
plementation, according to the hypotheses (Section
5.1), S isminima and deterministic therefore there
exists an unique path from s; to s, covered with
(siys5,a,\,PASS(Z),INCONCLUSIVE(Z"))
.p’ from s;. Thus, a state s; different from s; is
reached with p’ from s;. Since the state reached by
p’ isidentified with Wy, , if this oneis different from
s an error is produced. So, in both cases, time con-
straint restriction faults are detected.

7. Prototype tool functionality

Interval Automata
Characterization
Test Purpose

based Method

Test Cases

in TTCN format
Generation

Test Purposes

Figure 10. The test tool TTCG

We have implemented the previous methodology in an
academic prototype tool, called TTCG (Timed Test Cases
Generation). The description of its architecture is illus-
trated in Figure 10. The prototype tool takes specifications
and test purpose modelled with TIOA. It is composed of
two parts: the first one produces the timed synchronous
product between the test purposes and some specifications
paths. The second one produces the W set generation.
The paths, obtained from the synchronous product and the
state characterization set, are then concatenated to finally
produce the test cases. These ones are given in TTCN or
in Poscript format.

This tool has been written with the language C, ex-
cepted the second part which has been written in Open-
MPto parallelizethe IV set generation. Clock zones mod-
elling and operators on clock zone have been implemented
with the Polylib library [31]. This one has agraphical in-
terface which allows the user to load TIOA and test pur-
poses. The amount of memory used depends on the spec-
ification. With the MAP-DSM specification (Figure 1),
this one does not exceed 10 Mb.

8. Conclusion

In this paper, we have proposed a test purpose based
approach which can test both the conformance and the ro-
bustness of implementations, by using test purposes com-
posed of Accept and Refuse properties. This method uses
a synchronous product between the specification and the
test purpose to generate on the fly test cases and a state
characterization based approach to improve the fault cov-
erage by enabling the detection of transfer faults and miss-



ing state faults. The complexity is polynomia so we be-
lieve that this one can be used in practice.

Our approach could be extended for testing others as-
pects of timed systems like interoperability. The quies-
cence of critical states [4] could be tested with specific
test purposes too, by checking if these states do not pro-
duce an output response without giving an input symbol.
Moreover, this property could help to distinguish pair of
states by considering the notion of quiescence as a special
sort of output observation. As a consequence, the length
of the state characterization set and so the test costs could
be reduced.
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